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Abstract
We propose an image steganographic algorithm called EncryptGAN, which dis-
guises private image communication in an open communication channel. The
insight is that content transform between two very different domains (e.g., face to
flower) allows one to hide image messages in one domain (face) and communicate
using its counterpart in another domain (flower). The key ingredient in our method,
unlike related approaches, is a specially trained network to extract transformed
images from both domains and use them as the public and private keys. We ensure
the image communication remain secret except for the intended recipient even
when the content transformation networks are exposed.
To communicate, one directly pastes the ‘message’ image onto a larger public
key image (face). Depending on the location and content of the message image,
the ‘disguise’ image (flower) alters its appearance and shape while maintaining
its overall objectiveness (flower). The recipient decodes the alternated image to
uncover the original image message using its message image key. We implement
the entire procedure as a constrained Cycle-GAN, where the public and the private
key generating network is used as an additional constraint to the cycle consistency.
Comprehensive experimental results show our EncryptGAN outperforms the state-
of-arts in terms of both encryption and security measures. Our code will be
available at https://github.com/zhengziqiang/EncryptGAN
1 Introduction
Image steganographic techniques conceal private image message within another image. The goal is
to make the concealed images appear to be something else. One approach for concealment is akin
to writing with invisible ink on a ‘cover’ image. These steganographic techniques modify ‘cover’
images for hiding information including spatial domain [1–6], transform domain [7–10], spread
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spectrum [11–15], statistic methods [16, 17], distortion techniques [18], image generation [19],
element modification and adaptive steganography [20]. For many of the cases, current methods either
leave a visible trace of the hidden image, or it is sensitive to corruption of the ‘covered’ image.
A new idea of image steganography was proposed based on domain transform [21]. The main idea is
the following. Instead of focusing on invisible inks, we will write with visible ink (private image)
on visible text of one language (Cover image), and translate the combined text to another language
(Disguise image). The translation process is highly nonlinear with respect to how the two written
texts are interacting. A carefully designed reverse mapping function is used to reconstruct the original
message and separate out the cover image with private image.
The main weakness of this approach is that it is a symmetric encryption mechanism. The two parties
of the communication depends the security of the translation mapping functions: F for encryption
and G for decryption. Once the encryption function F and decryption function G is known, the
communication becomes public. In addition, a symmetric image concealment method could not
perform digital signature: the two communicating parties do not know if they are communicating with
the person they wish to communicate with. We build on this insight of using domain transformation as
image concealment and provides strong privacy protection using asymmetric encryption mechanism,
that includes a pair of public key and private key.
The key innovative ingredient of our method is a specially learned network that transforms images
from the two domains into secure public and private keys that are integrated into the encryption and
decryption learning process.
We call our asymmetric image encryption algorithm EncryptGAN, which combines adversarial
training in a constrained Cycle-GAN framework. Imagine a situation as illustrated in Figure 1, Alice
wants to send a private image (for example her cat) to Bob. First, a trusted third party pick a pair
‘cover’ and ‘disguise’ images from two distinct image domains. For example, the ‘cover’ image could
be a celebrity face, and ‘disguise’ a flower. The two images are transformed into a pair of public
and private image keys using a specially trained network. Alice is given a ‘cover‘ and transformed
‘disguise’ image as Bob’s public key, Bob is given a transformed ‘cover’ image as his private key.
Alice pastes in her private image (cat) into the ‘cover’ image (face) and uses Bob’s public key to
generate an altered flower image that resembles the ‘disguise’ image. Bob decrypts the received
image using his own private key image to recover the image of ‘face + cat’. Even when the complete
functions of encryption and decryption are leaked, we can still ensure the secrecy of the transmitted
image.
Our EncryptGAN can also achieve digital signature. If Alice needs to make sure that she is communi-
cating with Bob, Bob can use the secret image as his own private key to obtain an encrypted image
and send the encrypted image to Alice. Alice decodes the encrypted image with Bob’s public key and
implements the secret matching using her own secret image. If the images do not match, Alice knows
this information is not from Bob, hence achieving the digital signature functionality.
2 Proposed Approach
2.1 Framework
Figure 2 shows the overall design of our EncryptGAN. We build on the architecture of CycleGAN [22],
including two generators: F and G, and two discriminators Dx and Dy, which are responsible for
translating images between two domains X and Y .
To provide strong privacy protection, asymmetric encryption mechanism [23], requires a public key
and a private key for encryption and decryption.
Our main innovation is creating a specially designed network, a key generator K, for transforming
images from both domains into unrecognizable public-private key-images. In our experiment, we
used a 6-layers convolutional neural network for K and constrained the output to be a 3-channel
image.
A trusted third party randomly choose two images xi and yj from two image domains X and Y , and
using K to build a private key x′i from xi, and a public key y′j from yj .
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<latexit sha1_base64="+0oOiEbEzKgR9wpdsHGirA6hxh8=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0MgkzN0IJ/Qw3LhRx60f4De78GydtF9p6YOBwzh3uuSdMpTDout9OaW19Y3OrvF3Z2d3bP6geHrVNkmnGWyyRie6G1HApFG+hQMm7qeY0DiXvhOObwu88cm1Eoh5wkvIgpkMlIsEoWsnvxRRHjMr8dtqv1ty6OwNZJd6C 1GCBZr/61RskLIu5QiapMb7nphjkVKNgkk8rvczwlLIxHXLfUkVjboJ8FnlKzqwyIFGi7VNIZurvHzmNjZnEoZ0sIpplrxD/8/wMo+sgFyrNkCs2XxRlkmBCivvJQGjOUE4soUwLm5WwEdWUoW2pYkvwlk9eJe2LuufWvfvLWiP8nNdRhhM4hXPw4AoacAdNaAGDBJ7gBV4ddJ6dN+d9PlpyFhUewx84Hz+8DJI9</latexit><latexit sha1_base64="+0oOiEbEzKgR9wpdsHGirA6hxh8=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0MgkzN0IJ/Qw3LhRx60f4De78GydtF9p6YOBwzh3uuSdMpTDout9OaW19Y3OrvF3Z2d3bP6geHrVNkmnGWyyRie6G1HApFG+hQMm7qeY0DiXvhOObwu88cm1Eoh5wkvIgpkMlIsEoWsnvxRRHjMr8dtqv1ty6OwNZJd6C 1GCBZr/61RskLIu5QiapMb7nphjkVKNgkk8rvczwlLIxHXLfUkVjboJ8FnlKzqwyIFGi7VNIZurvHzmNjZnEoZ0sIpplrxD/8/wMo+sgFyrNkCs2XxRlkmBCivvJQGjOUE4soUwLm5WwEdWUoW2pYkvwlk9eJe2LuufWvfvLWiP8nNdRhhM4hXPw4AoacAdNaAGDBJ7gBV4ddJ6dN+d9PlpyFhUewx84Hz+8DJI9</latexit><latexit sha1_base64="+0oOiEbEzKgR9wpdsHGirA6hxh8=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0MgkzN0IJ/Qw3LhRx60f4De78GydtF9p6YOBwzh3uuSdMpTDout9OaW19Y3OrvF3Z2d3bP6geHrVNkmnGWyyRie6G1HApFG+hQMm7qeY0DiXvhOObwu88cm1Eoh5wkvIgpkMlIsEoWsnvxRRHjMr8dtqv1ty6OwNZJd6C 1GCBZr/61RskLIu5QiapMb7nphjkVKNgkk8rvczwlLIxHXLfUkVjboJ8FnlKzqwyIFGi7VNIZurvHzmNjZnEoZ0sIpplrxD/8/wMo+sgFyrNkCs2XxRlkmBCivvJQGjOUE4soUwLm5WwEdWUoW2pYkvwlk9eJe2LuufWvfvLWiP8nNdRhhM4hXPw4AoacAdNaAGDBJ7gBV4ddJ6dN+d9PlpyFhUewx84Hz+8DJI9</latexit><latexit sha1_base64="+0oOiEbEzKgR9wpdsHGirA6hxh8=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0MgkzN0IJ/Qw3LhRx60f4De78GydtF9p6YOBwzh3uuSdMpTDout9OaW19Y3OrvF3Z2d3bP6geHrVNkmnGWyyRie6G1HApFG+hQMm7qeY0DiXvhOObwu88cm1Eoh5wkvIgpkMlIsEoWsnvxRRHjMr8dtqv1ty6OwNZJd6C 1GCBZr/61RskLIu5QiapMb7nphjkVKNgkk8rvczwlLIxHXLfUkVjboJ8FnlKzqwyIFGi7VNIZurvHzmNjZnEoZ0sIpplrxD/8/wMo+sgFyrNkCs2XxRlkmBCivvJQGjOUE4soUwLm5WwEdWUoW2pYkvwlk9eJe2LuufWvfvLWiP8nNdRhhM4hXPw4AoacAdNaAGDBJ7gBV4ddJ6dN+d9PlpyFhUewx84Hz+8DJI9</latexit>
X<latexit sha1_base64="xrsOhiJLkznlqa9PMiYtpayeEy0=">AAAB6HicbVDLSgNBEOzxGeMr6tHLYBA8hV0R9Bjw4jEB84BkCbOT3mTM7OwyMyuEJV/gxYMiXv0Sv8Gbf+PkcdDEgoaiqpvurjCVwljP+yZr6xubW9uFneLu3v7BYenouGmSTHNs8EQmuh0yg1IobFhhJbZTjSwOJbbC0e3Ubz2iNiJR93acYhCzgRKR4Mw6qd7ulcpexZuBrhJ/QcqwQK1X+ur2 E57FqCyXzJiO76U2yJm2gkucFLuZwZTxERtgx1HFYjRBPjt0Qs+d0qdRol0pS2fq74mcxcaM49B1xswOzbI3Ff/zOpmNboJcqDSzqPh8UZRJahM6/Zr2hUZu5dgRxrVwt1I+ZJpx67IpuhD85ZdXSfOy4nsVv35Vroaf8zgKcApncAE+XEMV7qAGDeCA8AQv8EoeyDN5I+/z1jWyiPAE/oB8/AD4WY28</latexit><latexit sha1_base64="xrsOhiJLkznlqa9PMiYtpayeEy0=">AAAB6HicbVDLSgNBEOzxGeMr6tHLYBA8hV0R9Bjw4jEB84BkCbOT3mTM7OwyMyuEJV/gxYMiXv0Sv8Gbf+PkcdDEgoaiqpvurjCVwljP+yZr6xubW9uFneLu3v7BYenouGmSTHNs8EQmuh0yg1IobFhhJbZTjSwOJbbC0e3Ubz2iNiJR93acYhCzgRKR4Mw6qd7ulcpexZuBrhJ/QcqwQK1X+ur2 E57FqCyXzJiO76U2yJm2gkucFLuZwZTxERtgx1HFYjRBPjt0Qs+d0qdRol0pS2fq74mcxcaM49B1xswOzbI3Ff/zOpmNboJcqDSzqPh8UZRJahM6/Zr2hUZu5dgRxrVwt1I+ZJpx67IpuhD85ZdXSfOy4nsVv35Vroaf8zgKcApncAE+XEMV7qAGDeCA8AQv8EoeyDN5I+/z1jWyiPAE/oB8/AD4WY28</latexit><latexit sha1_base64="xrsOhiJLkznlqa9PMiYtpayeEy0=">AAAB6HicbVDLSgNBEOzxGeMr6tHLYBA8hV0R9Bjw4jEB84BkCbOT3mTM7OwyMyuEJV/gxYMiXv0Sv8Gbf+PkcdDEgoaiqpvurjCVwljP+yZr6xubW9uFneLu3v7BYenouGmSTHNs8EQmuh0yg1IobFhhJbZTjSwOJbbC0e3Ubz2iNiJR93acYhCzgRKR4Mw6qd7ulcpexZuBrhJ/QcqwQK1X+ur2 E57FqCyXzJiO76U2yJm2gkucFLuZwZTxERtgx1HFYjRBPjt0Qs+d0qdRol0pS2fq74mcxcaM49B1xswOzbI3Ff/zOpmNboJcqDSzqPh8UZRJahM6/Zr2hUZu5dgRxrVwt1I+ZJpx67IpuhD85ZdXSfOy4nsVv35Vroaf8zgKcApncAE+XEMV7qAGDeCA8AQv8EoeyDN5I+/z1jWyiPAE/oB8/AD4WY28</latexit><latexit sha1_base64="xrsOhiJLkznlqa9PMiYtpayeEy0=">AAAB6HicbVDLSgNBEOzxGeMr6tHLYBA8hV0R9Bjw4jEB84BkCbOT3mTM7OwyMyuEJV/gxYMiXv0Sv8Gbf+PkcdDEgoaiqpvurjCVwljP+yZr6xubW9uFneLu3v7BYenouGmSTHNs8EQmuh0yg1IobFhhJbZTjSwOJbbC0e3Ubz2iNiJR93acYhCzgRKR4Mw6qd7ulcpexZuBrhJ/QcqwQK1X+ur2 E57FqCyXzJiO76U2yJm2gkucFLuZwZTxERtgx1HFYjRBPjt0Qs+d0qdRol0pS2fq74mcxcaM49B1xswOzbI3Ff/zOpmNboJcqDSzqPh8UZRJahM6/Zr2hUZu5dgRxrVwt1I+ZJpx67IpuhD85ZdXSfOy4nsVv35Vroaf8zgKcApncAE+XEMV7qAGDeCA8AQv8EoeyDN5I+/z1jWyiPAE/oB8/AD4WY28</latexit> Y<latexit sha1_base64="t42fFkIu6sbd5UTndQP8KAAHysY=">AAAB6HicbVDLSgNBEOyNrxhfqx69DAbBU9gVQY8BLx4TMA9JljA76U3GzM4uM7NCWPIFXjwo4tUv8Ru8+TdOHgdNLGgoqrrp7gpTwbXxvG+nsLa+sblV3C7t7O7tH7iHR02dZIphgyUiUe2QahRcYsNwI7CdKqRxKLAVjm6mfusRleaJvDPjFIOYDiSPOKPGSvX7nlv2Kt4MZJX4C1KGBWo996vb T1gWozRMUK07vpeaIKfKcCZwUupmGlPKRnSAHUsljVEH+ezQCTmzSp9EibIlDZmpvydyGms9jkPbGVMz1MveVPzP62Qmug5yLtPMoGTzRVEmiEnI9GvS5wqZEWNLKFPc3krYkCrKjM2mZEPwl19eJc2Liu9V/PpluRp+zuMowgmcwjn4cAVVuIUaNIABwhO8wKvz4Dw7b877vLXgLCI8hj9wPn4A+d2NvQ==</latexit><latexit sha1_base64="t42fFkIu6sbd5UTndQP8KAAHysY=">AAAB6HicbVDLSgNBEOyNrxhfqx69DAbBU9gVQY8BLx4TMA9JljA76U3GzM4uM7NCWPIFXjwo4tUv8Ru8+TdOHgdNLGgoqrrp7gpTwbXxvG+nsLa+sblV3C7t7O7tH7iHR02dZIphgyUiUe2QahRcYsNwI7CdKqRxKLAVjm6mfusRleaJvDPjFIOYDiSPOKPGSvX7nlv2Kt4MZJX4C1KGBWo996vb T1gWozRMUK07vpeaIKfKcCZwUupmGlPKRnSAHUsljVEH+ezQCTmzSp9EibIlDZmpvydyGms9jkPbGVMz1MveVPzP62Qmug5yLtPMoGTzRVEmiEnI9GvS5wqZEWNLKFPc3krYkCrKjM2mZEPwl19eJc2Liu9V/PpluRp+zuMowgmcwjn4cAVVuIUaNIABwhO8wKvz4Dw7b877vLXgLCI8hj9wPn4A+d2NvQ==</latexit><latexit sha1_base64="t42fFkIu6sbd5UTndQP8KAAHysY=">AAAB6HicbVDLSgNBEOyNrxhfqx69DAbBU9gVQY8BLx4TMA9JljA76U3GzM4uM7NCWPIFXjwo4tUv8Ru8+TdOHgdNLGgoqrrp7gpTwbXxvG+nsLa+sblV3C7t7O7tH7iHR02dZIphgyUiUe2QahRcYsNwI7CdKqRxKLAVjm6mfusRleaJvDPjFIOYDiSPOKPGSvX7nlv2Kt4MZJX4C1KGBWo996vb T1gWozRMUK07vpeaIKfKcCZwUupmGlPKRnSAHUsljVEH+ezQCTmzSp9EibIlDZmpvydyGms9jkPbGVMz1MveVPzP62Qmug5yLtPMoGTzRVEmiEnI9GvS5wqZEWNLKFPc3krYkCrKjM2mZEPwl19eJc2Liu9V/PpluRp+zuMowgmcwjn4cAVVuIUaNIABwhO8wKvz4Dw7b877vLXgLCI8hj9wPn4A+d2NvQ==</latexit><latexit sha1_base64="t42fFkIu6sbd5UTndQP8KAAHysY=">AAAB6HicbVDLSgNBEOyNrxhfqx69DAbBU9gVQY8BLx4TMA9JljA76U3GzM4uM7NCWPIFXjwo4tUv8Ru8+TdOHgdNLGgoqrrp7gpTwbXxvG+nsLa+sblV3C7t7O7tH7iHR02dZIphgyUiUe2QahRcYsNwI7CdKqRxKLAVjm6mfusRleaJvDPjFIOYDiSPOKPGSvX7nlv2Kt4MZJX4C1KGBWo996vb T1gWozRMUK07vpeaIKfKcCZwUupmGlPKRnSAHUsljVEH+ezQCTmzSp9EibIlDZmpvydyGms9jkPbGVMz1MveVPzP62Qmug5yLtPMoGTzRVEmiEnI9GvS5wqZEWNLKFPc3krYkCrKjM2mZEPwl19eJc2Liu9V/PpluRp+zuMowgmcwjn4cAVVuIUaNIABwhO8wKvz4Dw7b877vLXgLCI8hj9wPn4A+d2NvQ==</latexit>
Key distribution
Composite
image
Reconstructed
image
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F
<latexit sha1_base64="/XWFNXFXpzIsZLvR4xSvfowa2p4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LIgiMsK9gFpKJPppB06mYSZG6GEfoYbF4q49SP8Bnf+jZO2C209MHA45w733BOmUhh03W+ntLa+sblV3q7s7O7tH1QPj9omyTTjLZbIRHdDargUirdQoOTdVHMah5J3wvFN4XceuTYiUQ84SXkQ06ESkWAUreT3YoojRmV+O+1Xa27dnYGsEm9B arBAs1/96g0SlsVcIZPUGN9zUwxyqlEwyaeVXmZ4StmYDrlvqaIxN0E+izwlZ1YZkCjR9ikkM/X3j5zGxkzi0E4WEc2yV4j/eX6G0XWQC5VmyBWbL4oySTAhxf1kIDRnKCeWUKaFzUrYiGrK0LZUsSV4yyevkvZF3XPr3v1lrRF+zusowwmcwjl4cAUNuIMmtIBBAk/wAq8OOs/Om/M+Hy05iwqP4Q+cjx+6h5I8</latexit><latexit sha1_base64="/XWFNXFXpzIsZLvR4xSvfowa2p4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LIgiMsK9gFpKJPppB06mYSZG6GEfoYbF4q49SP8Bnf+jZO2C209MHA45w733BOmUhh03W+ntLa+sblV3q7s7O7tH1QPj9omyTTjLZbIRHdDargUirdQoOTdVHMah5J3wvFN4XceuTYiUQ84SXkQ06ESkWAUreT3YoojRmV+O+1Xa27dnYGsEm9B arBAs1/96g0SlsVcIZPUGN9zUwxyqlEwyaeVXmZ4StmYDrlvqaIxN0E+izwlZ1YZkCjR9ikkM/X3j5zGxkzi0E4WEc2yV4j/eX6G0XWQC5VmyBWbL4oySTAhxf1kIDRnKCeWUKaFzUrYiGrK0LZUsSV4yyevkvZF3XPr3v1lrRF+zusowwmcwjl4cAUNuIMmtIBBAk/wAq8OOs/Om/M+Hy05iwqP4Q+cjx+6h5I8</latexit><latexit sha1_base64="/XWFNXFXpzIsZLvR4xSvfowa2p4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LIgiMsK9gFpKJPppB06mYSZG6GEfoYbF4q49SP8Bnf+jZO2C209MHA45w733BOmUhh03W+ntLa+sblV3q7s7O7tH1QPj9omyTTjLZbIRHdDargUirdQoOTdVHMah5J3wvFN4XceuTYiUQ84SXkQ06ESkWAUreT3YoojRmV+O+1Xa27dnYGsEm9B arBAs1/96g0SlsVcIZPUGN9zUwxyqlEwyaeVXmZ4StmYDrlvqaIxN0E+izwlZ1YZkCjR9ikkM/X3j5zGxkzi0E4WEc2yV4j/eX6G0XWQC5VmyBWbL4oySTAhxf1kIDRnKCeWUKaFzUrYiGrK0LZUsSV4yyevkvZF3XPr3v1lrRF+zusowwmcwjl4cAUNuIMmtIBBAk/wAq8OOs/Om/M+Hy05iwqP4Q+cjx+6h5I8</latexit><latexit sha1_base64="/XWFNXFXpzIsZLvR4xSvfowa2p4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LIgiMsK9gFpKJPppB06mYSZG6GEfoYbF4q49SP8Bnf+jZO2C209MHA45w733BOmUhh03W+ntLa+sblV3q7s7O7tH1QPj9omyTTjLZbIRHdDargUirdQoOTdVHMah5J3wvFN4XceuTYiUQ84SXkQ06ESkWAUreT3YoojRmV+O+1Xa27dnYGsEm9B arBAs1/96g0SlsVcIZPUGN9zUwxyqlEwyaeVXmZ4StmYDrlvqaIxN0E+izwlZ1YZkCjR9ikkM/X3j5zGxkzi0E4WEc2yV4j/eX6G0XWQC5VmyBWbL4oySTAhxf1kIDRnKCeWUKaFzUrYiGrK0LZUsSV4yyevkvZF3XPr3v1lrRF+zusowwmcwjl4cAUNuIMmtIBBAk/wAq8OOs/Om/M+Hy05iwqP4Q+cjx+6h5I8</latexit>
xi
<latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04 aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaqX91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh 1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit><latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04 aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaqX91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh 1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit><latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04 aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaqX91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh 1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit><latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04 aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaqX91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh 1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit>
K(yi)
<latexit sha1_base64="KQW2yXJPiqg3ZsTgWxBb9Ah3FOk=">AAAB+3icbVDLSsNAFL2pr1pfsS7dDBahbkoigi4LbgQ3FewD2hAm00k7dDIJMxOxhIBf4saFIm79EXf+jZO2 C209cOFwzr3MmRMknCntON9WaW19Y3OrvF3Z2d3bP7APqx0Vp5LQNol5LHsBVpQzQduaaU57iaQ4CjjtBpPrwu8+UKlYLO71NKFehEeChYxgbSTfrg4irMcE8+w2r0/9jOVnvl1zGs4MaJW4C1KDBVq+/TUYxiSNqNCEY6X6rpNoL8NSM8JpXhmkiiaYTPCI9g0VOKLKy2bZc3RqlCEKY2lGaDRTf19kOFJqGgVms0iqlr1C/M/rpzq88jImklRTQeYPhSlHOkZFEWjI JCWaTw3BRDKTFZExlphoU1fFlOAuf3mVdM4brtNw7y5qzc7TvI4yHMMJ1MGFS2jCDbSgDQQe4Rle4c3KrRfr3fqYr5asRYVH8AfW5w8m4pT2</latexit><latexit sha1_base64="KQW2yXJPiqg3ZsTgWxBb9Ah3FOk=">AAAB+3icbVDLSsNAFL2pr1pfsS7dDBahbkoigi4LbgQ3FewD2hAm00k7dDIJMxOxhIBf4saFIm79EXf+jZO2 C209cOFwzr3MmRMknCntON9WaW19Y3OrvF3Z2d3bP7APqx0Vp5LQNol5LHsBVpQzQduaaU57iaQ4CjjtBpPrwu8+UKlYLO71NKFehEeChYxgbSTfrg4irMcE8+w2r0/9jOVnvl1zGs4MaJW4C1KDBVq+/TUYxiSNqNCEY6X6rpNoL8NSM8JpXhmkiiaYTPCI9g0VOKLKy2bZc3RqlCEKY2lGaDRTf19kOFJqGgVms0iqlr1C/M/rpzq88jImklRTQeYPhSlHOkZFEWjI JCWaTw3BRDKTFZExlphoU1fFlOAuf3mVdM4brtNw7y5qzc7TvI4yHMMJ1MGFS2jCDbSgDQQe4Rle4c3KrRfr3fqYr5asRYVH8AfW5w8m4pT2</latexit><latexit sha1_base64="KQW2yXJPiqg3ZsTgWxBb9Ah3FOk=">AAAB+3icbVDLSsNAFL2pr1pfsS7dDBahbkoigi4LbgQ3FewD2hAm00k7dDIJMxOxhIBf4saFIm79EXf+jZO2 C209cOFwzr3MmRMknCntON9WaW19Y3OrvF3Z2d3bP7APqx0Vp5LQNol5LHsBVpQzQduaaU57iaQ4CjjtBpPrwu8+UKlYLO71NKFehEeChYxgbSTfrg4irMcE8+w2r0/9jOVnvl1zGs4MaJW4C1KDBVq+/TUYxiSNqNCEY6X6rpNoL8NSM8JpXhmkiiaYTPCI9g0VOKLKy2bZc3RqlCEKY2lGaDRTf19kOFJqGgVms0iqlr1C/M/rpzq88jImklRTQeYPhSlHOkZFEWjI JCWaTw3BRDKTFZExlphoU1fFlOAuf3mVdM4brtNw7y5qzc7TvI4yHMMJ1MGFS2jCDbSgDQQe4Rle4c3KrRfr3fqYr5asRYVH8AfW5w8m4pT2</latexit><latexit sha1_base64="KQW2yXJPiqg3ZsTgWxBb9Ah3FOk=">AAAB+3icbVDLSsNAFL2pr1pfsS7dDBahbkoigi4LbgQ3FewD2hAm00k7dDIJMxOxhIBf4saFIm79EXf+jZO2 C209cOFwzr3MmRMknCntON9WaW19Y3OrvF3Z2d3bP7APqx0Vp5LQNol5LHsBVpQzQduaaU57iaQ4CjjtBpPrwu8+UKlYLO71NKFehEeChYxgbSTfrg4irMcE8+w2r0/9jOVnvl1zGs4MaJW4C1KDBVq+/TUYxiSNqNCEY6X6rpNoL8NSM8JpXhmkiiaYTPCI9g0VOKLKy2bZc3RqlCEKY2lGaDRTf19kOFJqGgVms0iqlr1C/M/rpzq88jImklRTQeYPhSlHOkZFEWjI JCWaTw3BRDKTFZExlphoU1fFlOAuf3mVdM4brtNw7y5qzc7TvI4yHMMJ1MGFS2jCDbSgDQQe4Rle4c3KrRfr3fqYr5asRYVH8AfW5w8m4pT2</latexit>
K(xi)
<latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit>
(xi,K(yi),K(xi))
<latexit sha1_base64="SUKzAxmwrR4xUNI6XnWbevB8yE0=">AAACFnicbVDLSsNAFJ34rPUVdelmsAgtaElE0GXBjeCmgn1AG8JkOmmHTiZhZiKGEPAf3Pgrblwo4lbc+TdO 0i5s64GBwzlnuPceL2JUKsv6MZaWV1bX1ksb5c2t7Z1dc2+/LcNYYNLCIQtF10OSMMpJS1HFSDcSBAUeIx1vfJX7nXsiJA35nUoi4gRoyKlPMVJacs3T6oOb0uykHyA1woilN1k1yZXajFSEajXXrFh1qwBcJPaUVMAUTdf87g9CHAeEK8yQlD3bipSTIqEoZiQr92NJIoTHaEh6mnIUEOmkxVkZPNbKAPqh0I8rWKh/f6QokDIJPJ3MV5XzXi7+5/Vi5V86KeVRrAjH k0F+zKAKYd4RHFBBsGKJJggLqneFeIQEwko3WdYl2PMnL5L2Wd226vbteaXRfpzUUQKH4AhUgQ0uQANcgyZoAQyewAt4A+/Gs/FqfBifk+iSMa3wAMzA+PoFTWmf5w==</latexit><latexit sha1_base64="SUKzAxmwrR4xUNI6XnWbevB8yE0=">AAACFnicbVDLSsNAFJ34rPUVdelmsAgtaElE0GXBjeCmgn1AG8JkOmmHTiZhZiKGEPAf3Pgrblwo4lbc+TdO 0i5s64GBwzlnuPceL2JUKsv6MZaWV1bX1ksb5c2t7Z1dc2+/LcNYYNLCIQtF10OSMMpJS1HFSDcSBAUeIx1vfJX7nXsiJA35nUoi4gRoyKlPMVJacs3T6oOb0uykHyA1woilN1k1yZXajFSEajXXrFh1qwBcJPaUVMAUTdf87g9CHAeEK8yQlD3bipSTIqEoZiQr92NJIoTHaEh6mnIUEOmkxVkZPNbKAPqh0I8rWKh/f6QokDIJPJ3MV5XzXi7+5/Vi5V86KeVRrAjH k0F+zKAKYd4RHFBBsGKJJggLqneFeIQEwko3WdYl2PMnL5L2Wd226vbteaXRfpzUUQKH4AhUgQ0uQANcgyZoAQyewAt4A+/Gs/FqfBifk+iSMa3wAMzA+PoFTWmf5w==</latexit><latexit sha1_base64="SUKzAxmwrR4xUNI6XnWbevB8yE0=">AAACFnicbVDLSsNAFJ34rPUVdelmsAgtaElE0GXBjeCmgn1AG8JkOmmHTiZhZiKGEPAf3Pgrblwo4lbc+TdO 0i5s64GBwzlnuPceL2JUKsv6MZaWV1bX1ksb5c2t7Z1dc2+/LcNYYNLCIQtF10OSMMpJS1HFSDcSBAUeIx1vfJX7nXsiJA35nUoi4gRoyKlPMVJacs3T6oOb0uykHyA1woilN1k1yZXajFSEajXXrFh1qwBcJPaUVMAUTdf87g9CHAeEK8yQlD3bipSTIqEoZiQr92NJIoTHaEh6mnIUEOmkxVkZPNbKAPqh0I8rWKh/f6QokDIJPJ3MV5XzXi7+5/Vi5V86KeVRrAjH k0F+zKAKYd4RHFBBsGKJJggLqneFeIQEwko3WdYl2PMnL5L2Wd226vbteaXRfpzUUQKH4AhUgQ0uQANcgyZoAQyewAt4A+/Gs/FqfBifk+iSMa3wAMzA+PoFTWmf5w==</latexit><latexit sha1_base64="SUKzAxmwrR4xUNI6XnWbevB8yE0=">AAACFnicbVDLSsNAFJ34rPUVdelmsAgtaElE0GXBjeCmgn1AG8JkOmmHTiZhZiKGEPAf3Pgrblwo4lbc+TdO 0i5s64GBwzlnuPceL2JUKsv6MZaWV1bX1ksb5c2t7Z1dc2+/LcNYYNLCIQtF10OSMMpJS1HFSDcSBAUeIx1vfJX7nXsiJA35nUoi4gRoyKlPMVJacs3T6oOb0uykHyA1woilN1k1yZXajFSEajXXrFh1qwBcJPaUVMAUTdf87g9CHAeEK8yQlD3bipSTIqEoZiQr92NJIoTHaEh6mnIUEOmkxVkZPNbKAPqh0I8rWKh/f6QokDIJPJ3MV5XzXi7+5/Vi5V86KeVRrAjH k0F+zKAKYd4RHFBBsGKJJggLqneFeIQEwko3WdYl2PMnL5L2Wd226vbteaXRfpzUUQKH4AhUgQ0uQANcgyZoAQyewAt4A+/Gs/FqfBifk+iSMa3wAMzA+PoFTWmf5w==</latexit>
xi
<latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaq X91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit><latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaq X91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit><latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaq X91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit><latexit sha1_base64="MBeTV3nkWnP3lNagOndm7vld0Bs=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBi8cKJi20oWy2m3bpZhN2J2IJBf+BFw+KePUHefPfuP04aOuDgcd7M8zMizIpDLrut1NaW9/Y3CpvV3Z29/YPqodHgUlzzbjPUpnqdkQNl0JxHwVK3s40p0kkeSsa3Uz91gPXRqTqHscZDxM6UCIWjKKV/MdeISa9as2tuzOQVeItSA0WaPaq X91+yvKEK2SSGtPx3AzDgmoUTPJJpZsbnlE2ogPesVTRhJuwmB07IWdW6ZM41bYUkpn6e6KgiTHjJLKdCcWhWfam4n9eJ8f4OiyEynLkis0XxbkkmJLp56QvNGcox5ZQpoW9lbAh1ZShzadiQ/CWX14lwUXdc+ve3WWtETzN4yjDCZzCOXhwBQ24hSb4wEDAM7zCm6OcF+fd+Zi3lpxFhMfwB87nD1Fxj3g=</latexit> K(xi)
<latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit>
K(xi)
<latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit><latexit sha1_base64="C9wHw8wLxi9iGZMndaNPGKsaKZE=">AAAB+3icbVDLSsNAFL3xWesr1qWbwSLUTUlE0GXBjeCmgn1AG8JkOmmHTiZhZiItIeCXuHGhiFt/xJ1/46TtQlsPXDiccy9z5gQJZ0o7zre1tr6xubVd2inv7u0fHNpHlbaKU0loi8Q8lt0AK8qZoC3NNKfdRFIcBZx2gvFN4XceqVQsFg96mlAvwkPBQkawNpJvV/oR1iOCeXaX1yZ+xvJz3646 dWcGtErcBanCAk3f/uoPYpJGVGjCsVI910m0l2GpGeE0L/dTRRNMxnhIe4YKHFHlZbPsOTozygCFsTQjNJqpvy8yHCk1jQKzWSRVy14h/uf1Uh1eexkTSaqpIPOHwpQjHaOiCDRgkhLNp4ZgIpnJisgIS0y0qatsSnCXv7xK2hd116m795fVRvtpXkcJTuAUauDCFTTgFprQAgITeIZXeLNy68V6tz7mq2vWosJj+APr8wclWZT1</latexit>
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Figure 1: Left: EncryptGAN asymmetric encryption image steganographic algorithm flowchart.
Boxes in green denote public information, boxes in red contain private key or messages. Two
distinct image domains provide two random images including a ‘cover’ image xi and a ‘disguise’
image yi. Before the communication, a third party transformed them via a learned network K into
unrecognizable images: sender is given K(yi) (public) and receiver is given K(xi) (private). Sender
pastes in the private message m on the ‘cover’ and using the transformed ‘disguise’ K(yi) to create
an altered version of ‘disguise’ image yi(m). Receiver decodes the altered ‘disguise’ image with
the transformed ‘cover’ image K(xi) (private) back to the original private message. Right: An
intuitive explanation of our steganographic operation principle as navigation on manifolds of two
image domains. A ‘cover’ image xi when pasted with different private messages, m1,m2, induces
movements to distinct landmarks on its image manifold X . The Cycle-GAN generative networks
ensure similar movements on manifold Y relative to the ‘disguise’ image landmark. To decode the
original private message, it is crucial to know the original reference landmark of the ‘cover’ image
xi, because an alternative ‘cover’ image xo can also reach the same landmark location: xo +mo =
xi +m2. This multiplicity of the solution provides strong privacy protection. We conjunct that K(xi)
needs to encode just enough information to infer the landmark location of xi to compute m2.
To transmit a message, we use the xi as the ‘cover’ image and paste in our private message image m
at a random position of xi to create a composite image. During the encryption process, the ‘cover’
image is concatenated with the public key y′j to feed the encoder F for generating an encrypted image
yi(m). In the decryption stage, both the private key x′i and the encrypted image yi(m) are used as
the input to the decoder G for decryption.
A key property we would like to demonstrate is that only the correct private key image could lead to
the correct reconstruction of the ‘cover’ image plus the message image.
2.2 Key Pairs Generation using Disentangled Representation
A deep neural network typically extracts semantic representations in higher layers and low-level
detailed information in shallow layers [24]. By carefully choosing which level features to keep
and remove in different layers, we create an irreversible process, which provides candidates for key
generation. Following this idea, we adopt an independent convolutional neural network K as a key
generator for our EncryptGAN to create the key pairs (public and private keys).
There are many reasons to prefer asymmetric encryption to symmetric encryption [25]. Asymmetric
encryption mechanism based a public key and a private key provides an extra layer of privacy
protection for the sender and the receiver. To generate diverse key pairs for asymmetric encryption,
we define a key matching loss to encourage the encoded image to have similar feature representations
with the source of the keys as follows:
Lkey(F ,G, x) =
N∑
i=1
Ex∼Pdata(x) [||Li(G(F(x)))− Li(x)||1 + ||Li(F(G(x)))− Li(x)||1] (1)
where Li(x) is the activation response of the ith layer from K with the input x; F(x) is the recovered
image generated from G; N is the number of layers we need for key generation. We choose N = 3
3
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Y
<latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit><latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit><latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit><latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit>
X
<latexit sha1_base64="0pUCN17 zFwujxVf0ZAoaCsPpLMc=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l EqMeCF0/Sgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7 M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjElu FGYDdRSKNAYCeY3M79zhMqzWP5YKYJ+hEdSR5yRo2Vmt1BueJW3QXIOvFy UoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4 tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMt FYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWl fp/HUYQzOIdL8KAGdbiDBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPuV WM6A==</latexit><latexit sha1_base64="0pUCN17 zFwujxVf0ZAoaCsPpLMc=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l EqMeCF0/Sgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7 M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjElu FGYDdRSKNAYCeY3M79zhMqzWP5YKYJ+hEdSR5yRo2Vmt1BueJW3QXIOvFy UoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4 tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMt FYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWl fp/HUYQzOIdL8KAGdbiDBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPuV WM6A==</latexit><latexit sha1_base64="0pUCN17 zFwujxVf0ZAoaCsPpLMc=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l EqMeCF0/Sgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7 M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjElu FGYDdRSKNAYCeY3M79zhMqzWP5YKYJ+hEdSR5yRo2Vmt1BueJW3QXIOvFy UoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4 tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMt FYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWl fp/HUYQzOIdL8KAGdbiDBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPuV WM6A==</latexit><latexit sha1_base64="0pUCN17 zFwujxVf0ZAoaCsPpLMc=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l EqMeCF0/Sgv2ANpTNdtKu3WzC7kYoob/AiwdFvPqTvPlv3LY5aOuDgcd7 M8zMCxLBtXHdb6ewsbm1vVPcLe3tHxwelY9P2jpOFcMWi0WsugHVKLjElu FGYDdRSKNAYCeY3M79zhMqzWP5YKYJ+hEdSR5yRo2Vmt1BueJW3QXIOvFy UoEcjUH5qz+MWRqhNExQrXuemxg/o8pwJnBW6qcaE8omdIQ9SyWNUPvZ4 tAZubDKkISxsiUNWai/JzIaaT2NAtsZUTPWq95c/M/rpSa88TMuk9SgZMt FYSqIicn8azLkCpkRU0soU9zeStiYKsqMzaZkQ/BWX14n7auq51a95nWl fp/HUYQzOIdL8KAGdbiDBrSAAcIzvMKb8+i8OO/Ox7K14OQzp/AHzucPuV WM6A==</latexit>
Y
<latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit><latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit><latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit><latexit sha1_base64="o6PZX0J0WjyDmhfOrv0bcxzBPs0=">AAAB6H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPBiydpwX5IG8pmO2nXbjZhdyOU0F/gxYMiXv1J3vw3btsctPXBwOO9GWbmBYng2rjut1NYW9/Y3Cpul3Z29 /YPyodHLR2nimGTxSJWnYBqFFxi03AjsJMopFEgsB2Mb2Z++wmV5rG8N5ME/YgOJQ85o8ZKjYd+ueJW3TnIKvFyUoEc9X75qzeIWRqhNExQrbuemxg/ o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NApObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsazLgCpkRE0soU9zeStiI KsqMzaZkQ/CWX14lrYuq51a9xmWldpfHUYQTOIVz8OAKanALdWgCA4RneIU359F5cd6dj0VrwclnjuEPnM8futmM6Q==</latexit>
F
<latexit sha1_base64="wQTfAFtkN4AeEWKl8iaCuyOBZ8c=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFkQxJVUsA9oQ5lMJ+3QyUyYuRFK 6Ge4caGIW7/GnX/jpM1CWw8MHM65lzn3hIngBj3v2ymtrW9sbpW3Kzu7e/sH1cOjtlGppqxFlVC6GxLDBJeshRwF6yaakTgUrBNObnK/88S04Uo+4jRhQUxGkkecErRSrx8THFMistvZoFrz6t4c7irxC1KDAs1B9as/VDSNmUQqiDE930swyIhGTgWbVfqpYQmhEzJiPUsliZkJsnnkmXtmlaEbKW2fRHeu/t 7ISGzMNA7tZB7RLHu5+J/XSzG6DjIukxSZpIuPolS4qNz8fnfINaMoppYQqrnN6tIx0YSibaliS/CXT14l7Yu679X9h8ta476oowwncArn4MMVNOAOmtACCgqe4RXeHHRenHfnYzFacoqdY/gD5/MHe4ORaA==</latexit><latexit sha1_base64="wQTfAFtkN4AeEWKl8iaCuyOBZ8c=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFkQxJVUsA9oQ5lMJ+3QyUyYuRFK 6Ge4caGIW7/GnX/jpM1CWw8MHM65lzn3hIngBj3v2ymtrW9sbpW3Kzu7e/sH1cOjtlGppqxFlVC6GxLDBJeshRwF6yaakTgUrBNObnK/88S04Uo+4jRhQUxGkkecErRSrx8THFMistvZoFrz6t4c7irxC1KDAs1B9as/VDSNmUQqiDE930swyIhGTgWbVfqpYQmhEzJiPUsliZkJsnnkmXtmlaEbKW2fRHeu/t 7ISGzMNA7tZB7RLHu5+J/XSzG6DjIukxSZpIuPolS4qNz8fnfINaMoppYQqrnN6tIx0YSibaliS/CXT14l7Yu679X9h8ta476oowwncArn4MMVNOAOmtACCgqe4RXeHHRenHfnYzFacoqdY/gD5/MHe4ORaA==</latexit><latexit sha1_base64="wQTfAFtkN4AeEWKl8iaCuyOBZ8c=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFkQxJVUsA9oQ5lMJ+3QyUyYuRFK 6Ge4caGIW7/GnX/jpM1CWw8MHM65lzn3hIngBj3v2ymtrW9sbpW3Kzu7e/sH1cOjtlGppqxFlVC6GxLDBJeshRwF6yaakTgUrBNObnK/88S04Uo+4jRhQUxGkkecErRSrx8THFMistvZoFrz6t4c7irxC1KDAs1B9as/VDSNmUQqiDE930swyIhGTgWbVfqpYQmhEzJiPUsliZkJsnnkmXtmlaEbKW2fRHeu/t 7ISGzMNA7tZB7RLHu5+J/XSzG6DjIukxSZpIuPolS4qNz8fnfINaMoppYQqrnN6tIx0YSibaliS/CXT14l7Yu679X9h8ta476oowwncArn4MMVNOAOmtACCgqe4RXeHHRenHfnYzFacoqdY/gD5/MHe4ORaA==</latexit><latexit sha1_base64="wQTfAFtkN4AeEWKl8iaCuyOBZ8c=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFkQxJVUsA9oQ5lMJ+3QyUyYuRFK 6Ge4caGIW7/GnX/jpM1CWw8MHM65lzn3hIngBj3v2ymtrW9sbpW3Kzu7e/sH1cOjtlGppqxFlVC6GxLDBJeshRwF6yaakTgUrBNObnK/88S04Uo+4jRhQUxGkkecErRSrx8THFMistvZoFrz6t4c7irxC1KDAs1B9as/VDSNmUQqiDE930swyIhGTgWbVfqpYQmhEzJiPUsliZkJsnnkmXtmlaEbKW2fRHeu/t 7ISGzMNA7tZB7RLHu5+J/XSzG6DjIukxSZpIuPolS4qNz8fnfINaMoppYQqrnN6tIx0YSibaliS/CXT14l7Yu679X9h8ta476oowwncArn4MMVNOAOmtACCgqe4RXeHHRenHfnYzFacoqdY/gD5/MHe4ORaA==</latexit>
G
<latexit sha1_base64="IYLkgP3bwto5tsw3pGetFaEtceQ=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFlwoSupYB/QhjKZTtqhk5kwcyOU 0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OR+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZLezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b 2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd136v7D5e1xn1RRxlO4BTOwYcraMAdNKEFFBQ8wyu8Oei8OO/Ox2K05BQ7x/AHzucPfQiRaQ==</latexit><latexit sha1_base64="IYLkgP3bwto5tsw3pGetFaEtceQ=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFlwoSupYB/QhjKZTtqhk5kwcyOU 0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OR+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZLezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b 2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd136v7D5e1xn1RRxlO4BTOwYcraMAdNKEFFBQ8wyu8Oei8OO/Ox2K05BQ7x/AHzucPfQiRaQ==</latexit><latexit sha1_base64="IYLkgP3bwto5tsw3pGetFaEtceQ=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFlwoSupYB/QhjKZTtqhk5kwcyOU 0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OR+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZLezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b 2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd136v7D5e1xn1RRxlO4BTOwYcraMAdNKEFFBQ8wyu8Oei8OO/Ox2K05BQ7x/AHzucPfQiRaQ==</latexit><latexit sha1_base64="IYLkgP3bwto5tsw3pGetFaEtceQ=">AAAB8nicbVDLSsNAFL2pr1pfVZdugkVwVRIRdFlwoSupYB/QhjKZTtqhk5kwcyOU 0M9w40IRt36NO//GSZuFth4YOJxzL3PuCRPBDXret1NaW9/Y3CpvV3Z29/YPqodHbaNSTVmLKqF0NySGCS5ZCzkK1k00I3EoWCec3OR+54lpw5V8xGnCgpiMJI84JWilXj8mOKZEZLezQbXm1b053FXiF6QGBZqD6ld/qGgaM4lUEGN6vpdgkBGNnAo2q/RTwxJCJ2TEepZKEjMTZPPIM/fMKkM3Uto+ie5c/b 2RkdiYaRzayTyiWfZy8T+vl2J0HWRcJikySRcfRalwUbn5/e6Qa0ZRTC0hVHOb1aVjoglF21LFluAvn7xK2hd136v7D5e1xn1RRxlO4BTOwYcraMAdNKEFFBQ8wyu8Oei8OO/Ox2K05BQ7x/AHzucPfQiRaQ==</latexit>
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DX
<latexit sha1_base64="yia6V90JO7jnCmSiCeNg+kdql9w=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgmkLbSib7aRdutmE3Y1Q Qn+DFw+KePUHefPfuG1z0NYHA4/3ZpiZF6aCa+O6305pbX1jc6u8XdnZ3ds/qB4etXSSKYY+S0SiOiHVKLhE33AjsJMqpHEosB2Ob2Z++wmV5ol8NJMUg5gOJY84o8ZK/m0/70z71Zpbd+cgq8QrSA0KNPvVr94gYVmM0jBBte56bmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k82On5MwqAxIlypY0ZK7+nshprP UkDm1nTM1IL3sz8T+vm5noOsi5TDODki0WRZkgJiGzz8mAK2RGTCyhTHF7K2EjqigzNp+KDcFbfnmVtC7qnlv3Hi5rjfsijjKcwCmcgwdX0IA7aIIPDDg8wyu8OdJ5cd6dj0VrySlmjuEPnM8fv4WOqw==</latexit><latexit sha1_base64="yia6V90JO7jnCmSiCeNg+kdql9w=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgmkLbSib7aRdutmE3Y1Q Qn+DFw+KePUHefPfuG1z0NYHA4/3ZpiZF6aCa+O6305pbX1jc6u8XdnZ3ds/qB4etXSSKYY+S0SiOiHVKLhE33AjsJMqpHEosB2Ob2Z++wmV5ol8NJMUg5gOJY84o8ZK/m0/70z71Zpbd+cgq8QrSA0KNPvVr94gYVmM0jBBte56bmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k82On5MwqAxIlypY0ZK7+nshprP UkDm1nTM1IL3sz8T+vm5noOsi5TDODki0WRZkgJiGzz8mAK2RGTCyhTHF7K2EjqigzNp+KDcFbfnmVtC7qnlv3Hi5rjfsijjKcwCmcgwdX0IA7aIIPDDg8wyu8OdJ5cd6dj0VrySlmjuEPnM8fv4WOqw==</latexit><latexit sha1_base64="yia6V90JO7jnCmSiCeNg+kdql9w=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgmkLbSib7aRdutmE3Y1Q Qn+DFw+KePUHefPfuG1z0NYHA4/3ZpiZF6aCa+O6305pbX1jc6u8XdnZ3ds/qB4etXSSKYY+S0SiOiHVKLhE33AjsJMqpHEosB2Ob2Z++wmV5ol8NJMUg5gOJY84o8ZK/m0/70z71Zpbd+cgq8QrSA0KNPvVr94gYVmM0jBBte56bmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k82On5MwqAxIlypY0ZK7+nshprP UkDm1nTM1IL3sz8T+vm5noOsi5TDODki0WRZkgJiGzz8mAK2RGTCyhTHF7K2EjqigzNp+KDcFbfnmVtC7qnlv3Hi5rjfsijjKcwCmcgwdX0IA7aIIPDDg8wyu8OdJ5cd6dj0VrySlmjuEPnM8fv4WOqw==</latexit><latexit sha1_base64="yia6V90JO7jnCmSiCeNg+kdql9w=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgmkLbSib7aRdutmE3Y1Q Qn+DFw+KePUHefPfuG1z0NYHA4/3ZpiZF6aCa+O6305pbX1jc6u8XdnZ3ds/qB4etXSSKYY+S0SiOiHVKLhE33AjsJMqpHEosB2Ob2Z++wmV5ol8NJMUg5gOJY84o8ZK/m0/70z71Zpbd+cgq8QrSA0KNPvVr94gYVmM0jBBte56bmqCnCrDmcBppZdpTCkb0yF2LZU0Rh3k82On5MwqAxIlypY0ZK7+nshprP UkDm1nTM1IL3sz8T+vm5noOsi5TDODki0WRZkgJiGzz8mAK2RGTCyhTHF7K2EjqigzNp+KDcFbfnmVtC7qnlv3Hi5rjfsijjKcwCmcgwdX0IA7aIIPDDg8wyu8OdJ5cd6dj0VrySlmjuEPnM8fv4WOqw==</latexit>
DY
<latexit sha1_base64="6ZNe4ySsPWaRzGY1FoM4SdzqOx0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgqmVNpTNdtMu3WzC7kQo ob/BiwdFvPqDvPlv3LY5aOuDgcd7M8zMC1MpDLrut1NaWV1b3yhvVra2d3b3qvsHLZNkmnGfJTLR7ZAaLoXiPgqUvJ1qTuNQ8odwdDX1H564NiJR9zhOeRDTgRKRYBSt5F/38sdJr1pz6+4MZJl4BalBgWav+tXtJyyLuUImqTEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JilT6JEm1LIZmpvydyGh szjkPbGVMcmkVvKv7ndTKMLoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eVl0jqre27duzuvNW6LOMpwBMdwCh5cQANuoAk+MBDwDK/w5ijnxXl3PuatJaeYOYQ/cD5/AMEKjqw=</latexit><latexit sha1_base64="6ZNe4ySsPWaRzGY1FoM4SdzqOx0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgqmVNpTNdtMu3WzC7kQo ob/BiwdFvPqDvPlv3LY5aOuDgcd7M8zMC1MpDLrut1NaWV1b3yhvVra2d3b3qvsHLZNkmnGfJTLR7ZAaLoXiPgqUvJ1qTuNQ8odwdDX1H564NiJR9zhOeRDTgRKRYBSt5F/38sdJr1pz6+4MZJl4BalBgWav+tXtJyyLuUImqTEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JilT6JEm1LIZmpvydyGh szjkPbGVMcmkVvKv7ndTKMLoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eVl0jqre27duzuvNW6LOMpwBMdwCh5cQANuoAk+MBDwDK/w5ijnxXl3PuatJaeYOYQ/cD5/AMEKjqw=</latexit><latexit sha1_base64="6ZNe4ySsPWaRzGY1FoM4SdzqOx0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgqmVNpTNdtMu3WzC7kQo ob/BiwdFvPqDvPlv3LY5aOuDgcd7M8zMC1MpDLrut1NaWV1b3yhvVra2d3b3qvsHLZNkmnGfJTLR7ZAaLoXiPgqUvJ1qTuNQ8odwdDX1H564NiJR9zhOeRDTgRKRYBSt5F/38sdJr1pz6+4MZJl4BalBgWav+tXtJyyLuUImqTEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JilT6JEm1LIZmpvydyGh szjkPbGVMcmkVvKv7ndTKMLoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eVl0jqre27duzuvNW6LOMpwBMdwCh5cQANuoAk+MBDwDK/w5ijnxXl3PuatJaeYOYQ/cD5/AMEKjqw=</latexit><latexit sha1_base64="6ZNe4ySsPWaRzGY1FoM4SdzqOx0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GNBD56kgqmVNpTNdtMu3WzC7kQo ob/BiwdFvPqDvPlv3LY5aOuDgcd7M8zMC1MpDLrut1NaWV1b3yhvVra2d3b3qvsHLZNkmnGfJTLR7ZAaLoXiPgqUvJ1qTuNQ8odwdDX1H564NiJR9zhOeRDTgRKRYBSt5F/38sdJr1pz6+4MZJl4BalBgWav+tXtJyyLuUImqTEdz00xyKlGwSSfVLqZ4SllIzrgHUsVjbkJ8tmxE3JilT6JEm1LIZmpvydyGh szjkPbGVMcmkVvKv7ndTKMLoNcqDRDrth8UZRJggmZfk76QnOGcmwJZVrYWwkbUk0Z2nwqNgRv8eVl0jqre27duzuvNW6LOMpwBMdwCh5cQANuoAk+MBDwDK/w5ijnxXl3PuatJaeYOYQ/cD5/AMEKjqw=</latexit>
Reconstructed image 
without message
xi
<latexit sha1_base64="9pCUj7U QbHEQW496soOrrmkWXfY=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l E0JMUvHisYNpCG8pmO2mXbjZhdyOW0N/gxYMiXv1B3vw3btsctPXBwOO9 GWbmhang2rjut1NaW9/Y3CpvV3Z29/YPqodHLZ1kiqHPEpGoTkg1Ci7RN9 wI7KQKaRwKbIfj25nffkSleSIfzCTFIKZDySPOqLGS/9TP+bRfrbl1dw6y SryC1KBAs1/96g0SlsUoDRNU667npibIqTKcCZxWepnGlLIxHWLXUklj1 EE+P3ZKzqwyIFGibElD5urviZzGWk/i0HbG1Iz0sjcT//O6mYmug5zLNDM o2WJRlAliEjL7nAy4QmbExBLKFLe3EjaiijJj86nYELzll1dJ66LuuXXv /rLWuCniKMMJnMI5eHAFDbiDJvjAgMMzvMKbI50X5935WLSWnGLmGP7A+f wBJDmO4A==</latexit><latexit sha1_base64="9pCUj7U QbHEQW496soOrrmkWXfY=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l E0JMUvHisYNpCG8pmO2mXbjZhdyOW0N/gxYMiXv1B3vw3btsctPXBwOO9 GWbmhang2rjut1NaW9/Y3CpvV3Z29/YPqodHLZ1kiqHPEpGoTkg1Ci7RN9 wI7KQKaRwKbIfj25nffkSleSIfzCTFIKZDySPOqLGS/9TP+bRfrbl1dw6y SryC1KBAs1/96g0SlsUoDRNU667npibIqTKcCZxWepnGlLIxHWLXUklj1 EE+P3ZKzqwyIFGibElD5urviZzGWk/i0HbG1Iz0sjcT//O6mYmug5zLNDM o2WJRlAliEjL7nAy4QmbExBLKFLe3EjaiijJj86nYELzll1dJ66LuuXXv /rLWuCniKMMJnMI5eHAFDbiDJvjAgMMzvMKbI50X5935WLSWnGLmGP7A+f wBJDmO4A==</latexit><latexit sha1_base64="9pCUj7U QbHEQW496soOrrmkWXfY=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l E0JMUvHisYNpCG8pmO2mXbjZhdyOW0N/gxYMiXv1B3vw3btsctPXBwOO9 GWbmhang2rjut1NaW9/Y3CpvV3Z29/YPqodHLZ1kiqHPEpGoTkg1Ci7RN9 wI7KQKaRwKbIfj25nffkSleSIfzCTFIKZDySPOqLGS/9TP+bRfrbl1dw6y SryC1KBAs1/96g0SlsUoDRNU667npibIqTKcCZxWepnGlLIxHWLXUklj1 EE+P3ZKzqwyIFGibElD5urviZzGWk/i0HbG1Iz0sjcT//O6mYmug5zLNDM o2WJRlAliEjL7nAy4QmbExBLKFLe3EjaiijJj86nYELzll1dJ66LuuXXv /rLWuCniKMMJnMI5eHAFDbiDJvjAgMMzvMKbI50X5935WLSWnGLmGP7A+f wBJDmO4A==</latexit><latexit sha1_base64="9pCUj7U QbHEQW496soOrrmkWXfY=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0l E0JMUvHisYNpCG8pmO2mXbjZhdyOW0N/gxYMiXv1B3vw3btsctPXBwOO9 GWbmhang2rjut1NaW9/Y3CpvV3Z29/YPqodHLZ1kiqHPEpGoTkg1Ci7RN9 wI7KQKaRwKbIfj25nffkSleSIfzCTFIKZDySPOqLGS/9TP+bRfrbl1dw6y SryC1KBAs1/96g0SlsUoDRNU667npibIqTKcCZxWepnGlLIxHWLXUklj1 EE+P3ZKzqwyIFGibElD5urviZzGWk/i0HbG1Iz0sjcT//O6mYmug5zLNDM o2WJRlAliEjL7nAy4QmbExBLKFLe3EjaiijJj86nYELzll1dJ66LuuXXv /rLWuCniKMMJnMI5eHAFDbiDJvjAgMMzvMKbI50X5935WLSWnGLmGP7A+f wBJDmO4A==</latexit>
yi
<latexit sha1_base64="vsCyA+cSEXBBSNpuWi/eknJ7wyQ=">AAAB7H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHisYGqhDWWz3bRLN5uwOxFC6G/w4kERr/4gb/4bt20O2vpg4PHeDDPzwlQKg6777VTW1jc2t6rbtZ3dv f2D+uFRxySZZtxniUx0N6SGS6G4jwIl76aa0ziU/DGc3M78xyeujUjUA+YpD2I6UiISjKKV/HxQiOmg3nCb7hxklXglaUCJ9qD+1R8mLIu5QiapMT3P TTEoqEbBJJ/W+pnhKWUTOuI9SxWNuQmK+bFTcmaVIYkSbUshmau/JwoaG5PHoe2MKY7NsjcT//N6GUbXQSFUmiFXbLEoyiTBhMw+J0OhOUOZW0KZFvZW wsZUU4Y2n5oNwVt+eZV0Lpqe2/TuLxutmzKOKpzAKZyDB1fQgjtogw8MBDzDK7w5ynlx3p2PRWvFKWeO4Q+czx8lwY7h</latexit><latexit sha1_base64="vsCyA+cSEXBBSNpuWi/eknJ7wyQ=">AAAB7H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHisYGqhDWWz3bRLN5uwOxFC6G/w4kERr/4gb/4bt20O2vpg4PHeDDPzwlQKg6777VTW1jc2t6rbtZ3dv f2D+uFRxySZZtxniUx0N6SGS6G4jwIl76aa0ziU/DGc3M78xyeujUjUA+YpD2I6UiISjKKV/HxQiOmg3nCb7hxklXglaUCJ9qD+1R8mLIu5QiapMT3P TTEoqEbBJJ/W+pnhKWUTOuI9SxWNuQmK+bFTcmaVIYkSbUshmau/JwoaG5PHoe2MKY7NsjcT//N6GUbXQSFUmiFXbLEoyiTBhMw+J0OhOUOZW0KZFvZW wsZUU4Y2n5oNwVt+eZV0Lpqe2/TuLxutmzKOKpzAKZyDB1fQgjtogw8MBDzDK7w5ynlx3p2PRWvFKWeO4Q+czx8lwY7h</latexit><latexit sha1_base64="vsCyA+cSEXBBSNpuWi/eknJ7wyQ=">AAAB7H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHisYGqhDWWz3bRLN5uwOxFC6G/w4kERr/4gb/4bt20O2vpg4PHeDDPzwlQKg6777VTW1jc2t6rbtZ3dv f2D+uFRxySZZtxniUx0N6SGS6G4jwIl76aa0ziU/DGc3M78xyeujUjUA+YpD2I6UiISjKKV/HxQiOmg3nCb7hxklXglaUCJ9qD+1R8mLIu5QiapMT3P TTEoqEbBJJ/W+pnhKWUTOuI9SxWNuQmK+bFTcmaVIYkSbUshmau/JwoaG5PHoe2MKY7NsjcT//N6GUbXQSFUmiFXbLEoyiTBhMw+J0OhOUOZW0KZFvZW wsZUU4Y2n5oNwVt+eZV0Lpqe2/TuLxutmzKOKpzAKZyDB1fQgjtogw8MBDzDK7w5ynlx3p2PRWvFKWeO4Q+czx8lwY7h</latexit><latexit sha1_base64="vsCyA+cSEXBBSNpuWi/eknJ7wyQ=">AAAB7H icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0JMUvHisYGqhDWWz3bRLN5uwOxFC6G/w4kERr/4gb/4bt20O2vpg4PHeDDPzwlQKg6777VTW1jc2t6rbtZ3dv f2D+uFRxySZZtxniUx0N6SGS6G4jwIl76aa0ziU/DGc3M78xyeujUjUA+YpD2I6UiISjKKV/HxQiOmg3nCb7hxklXglaUCJ9qD+1R8mLIu5QiapMT3P TTEoqEbBJJ/W+pnhKWUTOuI9SxWNuQmK+bFTcmaVIYkSbUshmau/JwoaG5PHoe2MKY7NsjcT//N6GUbXQSFUmiFXbLEoyiTBhMw+J0OhOUOZW0KZFvZW wsZUU4Y2n5oNwVt+eZV0Lpqe2/TuLxutmzKOKpzAKZyDB1fQgjtogw8MBDzDK7w5ynlx3p2PRWvFKWeO4Q+czx8lwY7h</latexit>
xj
<latexit sha1_base64="AYDl8PA0KrcfI2t+PK4SIxX0M2U=">AAAB7H icbVBNS8NAEJ34WetX1aOXxSJ4KokIepKCF48VTFtoQ9lsN+3azSbsTsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+Oyura+sbm6Wt8vbO7 t5+5eCwaZJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpHN1O/9ci1EYm6x3HKg5gOlIgEo2gl/6mXP0x6lapbc2cgy8QrSBUKNHqVr24/YVnMFTJJjel4 bopBTjUKJvmk3M0MTykb0QHvWKpozE2Qz46dkFOr9EmUaFsKyUz9PZHT2JhxHNrOmOLQLHpT8T+vk2F0FeRCpRlyxeaLokwSTMj0c9IXmjOUY0so08Le StiQasrQ5lO2IXiLLy+T5nnNc2ve3UW1fl3EUYJjOIEz8OAS6nALDfCBgYBneIU3RzkvzrvzMW9dcYqZI/gD5/MHJb6O4Q==</latexit><latexit sha1_base64="AYDl8PA0KrcfI2t+PK4SIxX0M2U=">AAAB7H icbVBNS8NAEJ34WetX1aOXxSJ4KokIepKCF48VTFtoQ9lsN+3azSbsTsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+Oyura+sbm6Wt8vbO7 t5+5eCwaZJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpHN1O/9ci1EYm6x3HKg5gOlIgEo2gl/6mXP0x6lapbc2cgy8QrSBUKNHqVr24/YVnMFTJJjel4 bopBTjUKJvmk3M0MTykb0QHvWKpozE2Qz46dkFOr9EmUaFsKyUz9PZHT2JhxHNrOmOLQLHpT8T+vk2F0FeRCpRlyxeaLokwSTMj0c9IXmjOUY0so08Le StiQasrQ5lO2IXiLLy+T5nnNc2ve3UW1fl3EUYJjOIEz8OAS6nALDfCBgYBneIU3RzkvzrvzMW9dcYqZI/gD5/MHJb6O4Q==</latexit><latexit sha1_base64="AYDl8PA0KrcfI2t+PK4SIxX0M2U=">AAAB7H icbVBNS8NAEJ34WetX1aOXxSJ4KokIepKCF48VTFtoQ9lsN+3azSbsTsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+Oyura+sbm6Wt8vbO7 t5+5eCwaZJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpHN1O/9ci1EYm6x3HKg5gOlIgEo2gl/6mXP0x6lapbc2cgy8QrSBUKNHqVr24/YVnMFTJJjel4 bopBTjUKJvmk3M0MTykb0QHvWKpozE2Qz46dkFOr9EmUaFsKyUz9PZHT2JhxHNrOmOLQLHpT8T+vk2F0FeRCpRlyxeaLokwSTMj0c9IXmjOUY0so08Le StiQasrQ5lO2IXiLLy+T5nnNc2ve3UW1fl3EUYJjOIEz8OAS6nALDfCBgYBneIU3RzkvzrvzMW9dcYqZI/gD5/MHJb6O4Q==</latexit><latexit sha1_base64="AYDl8PA0KrcfI2t+PK4SIxX0M2U=">AAAB7H icbVBNS8NAEJ34WetX1aOXxSJ4KokIepKCF48VTFtoQ9lsN+3azSbsTsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+Oyura+sbm6Wt8vbO7 t5+5eCwaZJMM+6zRCa6HVLDpVDcR4GSt1PNaRxK3gpHN1O/9ci1EYm6x3HKg5gOlIgEo2gl/6mXP0x6lapbc2cgy8QrSBUKNHqVr24/YVnMFTJJjel4 bopBTjUKJvmk3M0MTykb0QHvWKpozE2Qz46dkFOr9EmUaFsKyUz9PZHT2JhxHNrOmOLQLHpT8T+vk2F0FeRCpRlyxeaLokwSTMj0c9IXmjOUY0so08Le StiQasrQ5lO2IXiLLy+T5nnNc2ve3UW1fl3EUYJjOIEz8OAS6nALDfCBgYBneIU3RzkvzrvzMW9dcYqZI/gD5/MHJb6O4Q==</latexit>
Message
Random
paste
Encryption
Decryption
T/F T/F
x
0
j
<latexit sha1_base64="oRB4zK1Va+K ft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv 2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl 5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVk kb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4Vjr jufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgO wU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKt kQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay 04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+K ft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv 2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl 5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVk kb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4Vjr jufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgO wU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKt kQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay 04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+K ft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv 2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl 5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVk kb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4Vjr jufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgO wU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKt kQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay 04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+K ft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv 2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl 5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVk kb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4Vjr jufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgO wU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKt kQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay 04+cw+/IHz+QMGNpCG</latexit> x
0
j
<latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8H icbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t 7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN 4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjY EkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8H icbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t 7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN 4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjY EkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8H icbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t 7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN 4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjY EkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8H icbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t 7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN 4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMODIRmnyP+kxRYvjY EkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit>
x
0
i
<latexit sha1_base64="GvS35JPqP3xeixYU9gcdwZgYy44=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9mVgp6k4MVjBfsh7VqyabYNTbJLkhXLsr/CiwdFvP pzvPlvTNs9aOuDgcd7M8zMC2LOtHHdb6ewsrq2vlHcLG1t7+zulfcPWjpKFKFNEvFIdQKsKWeSNg0znHZiRbEIOG0H4+up336kSrNI3plJTH2Bh5KFjGBjpfunfsqyh/Q065crbtWdAS0TLycVyNHol796g4gkgkpDONa667mx8VOsDCOcZqVeommMyRgPaddSiQXVfjo7OEMnVhmgMFK2pEEz9fdEioXWExHYToHNSC96U/E/r5uY8NJPmY wTQyWZLwoTjkyEpt+jAVOUGD6xBBPF7K2IjLDCxNiMSjYEb/HlZdI6r3pu1butVepXeRxFOIJjOAMPLqAON9CAJhAQ8Ayv8OYo58V5dz7mrQUnnzmEP3A+fwAErZCF</latexit><latexit sha1_base64="GvS35JPqP3xeixYU9gcdwZgYy44=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9mVgp6k4MVjBfsh7VqyabYNTbJLkhXLsr/CiwdFvP pzvPlvTNs9aOuDgcd7M8zMC2LOtHHdb6ewsrq2vlHcLG1t7+zulfcPWjpKFKFNEvFIdQKsKWeSNg0znHZiRbEIOG0H4+up336kSrNI3plJTH2Bh5KFjGBjpfunfsqyh/Q065crbtWdAS0TLycVyNHol796g4gkgkpDONa667mx8VOsDCOcZqVeommMyRgPaddSiQXVfjo7OEMnVhmgMFK2pEEz9fdEioXWExHYToHNSC96U/E/r5uY8NJPmY wTQyWZLwoTjkyEpt+jAVOUGD6xBBPF7K2IjLDCxNiMSjYEb/HlZdI6r3pu1butVepXeRxFOIJjOAMPLqAON9CAJhAQ8Ayv8OYo58V5dz7mrQUnnzmEP3A+fwAErZCF</latexit><latexit sha1_base64="GvS35JPqP3xeixYU9gcdwZgYy44=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9mVgp6k4MVjBfsh7VqyabYNTbJLkhXLsr/CiwdFvP pzvPlvTNs9aOuDgcd7M8zMC2LOtHHdb6ewsrq2vlHcLG1t7+zulfcPWjpKFKFNEvFIdQKsKWeSNg0znHZiRbEIOG0H4+up336kSrNI3plJTH2Bh5KFjGBjpfunfsqyh/Q065crbtWdAS0TLycVyNHol796g4gkgkpDONa667mx8VOsDCOcZqVeommMyRgPaddSiQXVfjo7OEMnVhmgMFK2pEEz9fdEioXWExHYToHNSC96U/E/r5uY8NJPmY wTQyWZLwoTjkyEpt+jAVOUGD6xBBPF7K2IjLDCxNiMSjYEb/HlZdI6r3pu1butVepXeRxFOIJjOAMPLqAON9CAJhAQ8Ayv8OYo58V5dz7mrQUnnzmEP3A+fwAErZCF</latexit><latexit sha1_base64="GvS35JPqP3xeixYU9gcdwZgYy44=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9mVgp6k4MVjBfsh7VqyabYNTbJLkhXLsr/CiwdFvP pzvPlvTNs9aOuDgcd7M8zMC2LOtHHdb6ewsrq2vlHcLG1t7+zulfcPWjpKFKFNEvFIdQKsKWeSNg0znHZiRbEIOG0H4+up336kSrNI3plJTH2Bh5KFjGBjpfunfsqyh/Q065crbtWdAS0TLycVyNHol796g4gkgkpDONa667mx8VOsDCOcZqVeommMyRgPaddSiQXVfjo7OEMnVhmgMFK2pEEz9fdEioXWExHYToHNSC96U/E/r5uY8NJPmY wTQyWZLwoTjkyEpt+jAVOUGD6xBBPF7K2IjLDCxNiMSjYEb/HlZdI6r3pu1butVepXeRxFOIJjOAMPLqAON9CAJhAQ8Ayv8OYo58V5dz7mrQUnnzmEP3A+fwAErZCF</latexit>
x
0
j
<latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053v w3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMO DIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053v w3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMO DIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053v w3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMO DIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit><latexit sha1_base64="oRB4zK1Va+Kft/QL4H1uYMasRNM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbRU9kVQU9S8OKxgv2Qdi3ZNNvGJtklyYpl2V/hxYMiXv053v w3pu0etPXBwOO9GWbmBTFn2rjut1NYWl5ZXSuulzY2t7Z3yrt7TR0litAGiXik2gHWlDNJG4YZTtuxolgEnLaC0dXEbz1SpVkkb804pr7AA8lCRrCx0t1TL33I7tPjrFeuuFV3CrRIvJxUIEe9V/7q9iOSCCoN4VjrjufGxk+xMoxwmpW6iaYxJiM8oB1LJRZU++n04AwdWaWPwkjZkgZN1d8TKRZaj0VgOwU2Qz3vTcT/vE5iwgs/ZTJODJVktihMO DIRmnyP+kxRYvjYEkwUs7ciMsQKE2MzKtkQvPmXF0nztOq5Ve/mrFK7zOMowgEcwgl4cA41uIY6NICAgGd4hTdHOS/Ou/Mxay04+cw+/IHz+QMGNpCG</latexit>
y
0
i
<latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit><latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit><latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit><latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit>
y
0
i
<latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit><latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit><latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit><latexit sha1_base64="L5Gm9Ch0/wK1CfzK1cg4+NC/n/k=">AAAB8H icbVBNS8NAEJ3Ur1q/qh69LBbRU0lE0GPRi8cK9kPaWDbbTbt0dxN2N0II+RVePCji1Z/jzX/jts1BWx8MPN6bYWZeEHOmjet+O6WV1bX1jfJmZWt7Z 3evun/Q1lGiCG2RiEeqG2BNOZO0ZZjhtBsrikXAaSeY3Ez9zhNVmkXy3qQx9QUeSRYygo2VHtJBxvLH7DQfVGtu3Z0BLROvIDUo0BxUv/rDiCSCSkM4 1rrnubHxM6wMI5zmlX6iaYzJBI9oz1KJBdV+Njs4RydWGaIwUrakQTP190SGhdapCGynwGasF72p+J/XS0x45WdMxomhkswXhQlHJkLT79GQKUoMTy3B RDF7KyJjrDAxNqOKDcFbfHmZtM/rnlv37i5qjesijjIcwTGcgQeX0IBbaEILCAh4hld4c5Tz4rw7H/PWklPMHMIfOJ8/B22Qig==</latexit>
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Figure 2: The network architecture of our EncryptGAN.
layers (L3,L5 and L6) in our experiments. The key matching loss aims to keep the representation
similarity between x and G(F(x)) as well as y and F(G(y)).
2.3 Encryption and Security
One elemental requirement of an encryption mechanism is to hide information during the encryption
stage and recover the information in the decryption stage.
Information Loss. To ensure the information quality of the recovered image, we introduce the
information loss to ‘cover’ the message information. The information loss Lloc is described as:
Linfo(F ,G) =Exinfo∼Pdata(xinfo) ‖ G(F(x))− xinfo ‖1 +Eyinfo∼Pdata(y¯) ‖ F(G(y))− yinfo ‖1
(2)
where xinfo and yinfo denote the local area including message information on both composite image
and recovered image. The information loss aims to preserve the message information in the decrypted
images.
Security is another basic requirement of an encryption mechanism. When we try to decrypt the
encrypted image with an incorrect private key, we will obtain an image without correct message.
Furthermore, the output images with wrong keys should not leave any cues of the ‘cover’ images,
which would be the correct private key for decryption.
Security Loss. During the reconstruction process, to perform the asymmetric mechanism, we use
two different visual images to obtain two different private keys (a true private key and a random
private key) to reconstruct the encrypted images. There are two possible situations during decryption.
We hope the decrypted image with a true private key should recover the contents correctly, while the
decrypted image with an incorrect private key should fail to obtain the information as well as the
‘cover’ image. During training, we randomly choose a correct private key and an incorrect private
key with a probability of 50 percents, respectively. In the case of a correct private key, we use the
cycle consistency loss along with the adversarial loss to increase the similarity between the recovered
image and the composite image. Otherwise, we optimize the model only using adversarial loss. The
security loss is described as:
Lscorrect(F ,G) = Lcyc + Ladv
Lsincorrect(F ,G) = Ladv
(3)
Lcyc(F ,G) =‖ G(F(x))− x ‖1 + ‖ F(G(y))− y ‖1 (4)
Ladv(F ,G) = Ex∼Pdata(x)[(D(x))− 1)2] + Ex∼Pdata(x)[(D(G(x)))2] (5)
where Lscorrect and Lsincorrect denote the security loss with a correct/incorrect private key respec-
tively. Please note that the cycle-consistency loss [22] is only adopted between the recovered image
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Figure 3: Left: The effect under different circumstances. (a) and (b) are different on public
disguise. We choose different message digits in (a) and (c). Besides, position changes in both (a)
and (d) illustrate the randomness of encrypted information location. As to (e), we achieve satisfying
encryption on different cover images. Right: Visual comparison results of different methods.
Table 1: Quantitative comparison using different methods. We don’t perform security evaluation for
other methods because they are not public-key systems.
Methods FID ↓ Encryption(LPIPS ↑ / MS ↑) MSE ↓ RMSE ↓ PSNR ↑ SSIM ↑ LPIPS ↓ Security(LPIPS ↑ / MSE ↑)
CycleGAN 160.9643 0.4510 / 0.1039 0.0332 0.1769 14.3246 0.9654 0.3115 -
MUNIT 218.6034 0.3937 / 0.1308 0.0464 0.2122 12.6177 0.9437 0.4341 -
DRIT 165.0640 0.4707 / 0.0916 0.0492 0.2111 12.9483 0.9206 0.3174 -
Steganography 238.6737 0.3583 / 0.1020 0.0225 0.1426 16.1933 0.9473 0.2429 -
EncryptGAN 107.9238 0.4141 / 0.0765 0.0139 0.1156 17.5992 0.9825 0.2414 0.5191 / 0.1379
and the composite image when a correct private key is given. There is no need to use consistency
loss when an incorrect private key is used because the recovered image should not be similar to the
input image at this moment. In both cases, the least square adversarial loss [26] is used to restrain the
reconstructed image in the same domain as the composite image on semantic level.
3 Experiments
3.1 Implement Details
Our backbone network derives from CycleGAN Zhu et al. [22] using 9 residual blocks in the
bottleneck of the generators. Our key generation K has 6 Convolution-Relu-Instance
modules, followed with a fully connected layer, and all the kernel sizes are set to 4. K is optimized
by cross-entropy loss to classify which domain the real images are from. We apply the final objective
loss to the generator with Adam optimizer of learning rate 0.0002. Besides, we also impose some
additional noise to the input for improving the robustness of model. We conduct experiments on two
irrelevant image domains: human face images from CelebA [27] for X and flower images from 102
Oxford Flower [28] for Y , and all images are resized to 256×256. For message images, we use the
images from SVHN [29] and Cat2dog [30] datasets.
We compare our EncryptGAN with available state-of-the-art methods including CycleGAN [22], MU-
NIT [31], DRIT [30], and Steganography [32]. More details and results are shown in supplementary
file for reference.
5
3.2 Evaluation Metrics
Encryption performance is necessary for image steganography. To design a fair comparison, we
compute perceptual similarity using the part regions to place message cropped from encrypted
and composite images (‘cover’ + message). For this, we compute Learned Perceptual Image Patch
Similarity (LPIPS [33]) and Mean Square Error (MSE) between encrypted and composite images, and
denote as Encryption(LPIPS/MSE). Higher LPIPS and MSE indexes represent better encryption
performance and more difficult to decode the message. Besides, Fréchet Inception Distance (FID [34])
computes the distance between the real sample distribution and the encrypted sample distribution.
Lower FID score indicates higher image generation quality.
Decryption performance is also important to ensure how much we can decode the true message.
More evaluation metrics are required to evaluate the distance between input message image and
reconstructed message image (cropped from the whole image) after decryption, where we compute
PSNR, MSE, RMSE, SSIM and LPIPS. Lower MSE and RMSE scores show better reconstruction
performance. PSNR can roughly evaluate image quality independently, and usually higher PSNR
indicates better performance, while higher SSIM represents higher structural similarity. Note, we
compute above 5 metrics between the decoded image and input image.
Security performance is necessary for encryption, to indicate how much others cannot decode the
true message using wrong private keys. Here we compute the average difference distance between
message and decoded message with other all wrong private keys generated from testing data. Note,
we compute the LPIPS and MSE losses between message image and decoded message images, and
denote as Security(LPIPS/MSE). Higher difference distance represents better security performance.
3.3 Simple Information Encryption
In this section, we perform experiments using facial images cropped from CelebA (domain X) and
flower images from 102 Oxford Flower (domain Y ). We aim to encrypt message images from SVHN.
For this task, we also conduct experiments using CycleGAN [22], MUNIT [31], DRIT [30], and
Steganography [32] in fair setting. The visual comparison results are exhibited in Figure 3. Compared
to image deep steganography [32], our method can achieve better image encryption performance
visually. Other symmetric image-to-image methods cannot reconstruct the message information,
which fail to generate plausible results between two irrelevant domains. Besides, the quantitative
comparison among different methods can be found in Table 1. Our EncryptGAN obtains lowest
LPIPS and highest SSIM scores, indicating best reconstruction performance. Besides, our method
can generate more plausible images with lowest FID.
To reveal how the encryption function F hides the secret information in the encryption stage, and
how the decryption function G decodes the required information, we visualize activation responses
of each layer from two generators, and find the information is actually encrypted in the residual
blocks. The visualization results are shown in Figure 4(a), we can see that the message information is
encrypted at R7 block during the encryption. For the decryption stage, it is shown that we obtain
the message information at R7 block. In order to show the effectiveness of the private key, we use
different private keys generated from other random images to recover the encrypted image. As shown
in Figure 4(b), only our specific private key can decode the required message information correctly.
We devise experiments to evaluate the key sensitivity of our EncryptGAN by adding different scales
of Gaussian noise. Here we define two cases: 1) we add noise to the visual image and generate the
corresponding private key, 2) we directly add different levels of noise to the private key. For the first
case, we visualize the difference maps between the raw private key and corresponding private keys
generated from images with different scales of noise. We also exhibit the reconstruction performance
at different settings. Results are shown on the left and right of Figure 4(c). As shown, if we add
noise more than N(0, 0.012), our EncryptGAN fails to reconstruct the message information for the
first case. The difference maps show that the key generation function K is sensitive to the noise
and K magnifies the difference between samples, which can help to make the key space sparse. For
the second case, we see that our EncryptGAN fails to decode message information if the noise is
beyond N(0, 0.012). Our model achieves high key sensitivity, and a small perturbance can change
the reconstruction output significantly. Besides, we also explore the robustness of our method by
adding noise to the encrypted image in Figure 4(d), we fail to decode message from encrypted image
with noise beyond N(0, 0.015). Finally, we also explore the effectiveness of the position to place
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<latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit>
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<latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit>
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<latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit><latexit sha1_base64="Y985QFu2wTcwqPUQxaQx9TTqAKg=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgRnBTwT4gDWUynbRDJ5kwcyOUUPAn3LhQxK1f486/cdJ2oa0HBg7n3OGee8JUCoOu++2U1tY3NrfK25Wd3b39g+rhUduoTDPeYkoq3Q2p4VIkvIUCJe+mmtM4lLwTjm8Kv/PItREqecBJyoOYDhMRCUbRSn4vpjhiVOZ303615tbdGcgq8RakBgs0+9Wv3kCxLOYJMkmN8T03xSCnGgWTfFrpZYanlI3pkPuWJjTmJshnkafkzCoDEiltX4Jkpv7+kdPYmEkc2skioln2CvE/z88wug5ykaQZ8oTNF0WZJKhIcT8ZCM0Zyok llGlhsxI2opoytC1VbAne8smrpH1R99y6d39Za7Sf5nWU4QRO4Rw8uIIG3EITWsBAwTO8wpuDzovz7nzMR0vOosJj+APn8werhJH1</latexit>
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<latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit>
G
<latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit>
Without
noise
N(0, 0.012)
<latexit sha1_base64="p2Ii8+oKglb+7sTUYfioaAfmsPY=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmiqDLghtXUsFesB1KJj3ThmYyQ5IRylDwIdy4UMStb+POtzG9LLT1h8DHf0445/xBIrg2rvvtrKyurW9s5rby2zu7e/uFg8OGjlPFsM5iEatWQDUKLrFuuBHYShTSKBDYDIbXk3rzEZXmsbw3owT9iPYlDzmjxloPtyX33C27XuWsWyhamIosgzeHIsxV6xa+Or2YpRFKwwTVuu25ifEzqgxnAsf5TqoxoWxI+9i2KGmE2s+mG4/JqXV6JIyVfdKQqfv7R0YjrUdRYDsjagZ6sTYx/6u1UxNe+RmXSWpQstmgMBXExGRyPulxhcy IkQXKFLe7EjagijJjQ8rbELzFk5ehUSl7btm7uyhWG0+zOHJwDCdQAg8uoQo3UIM6MJDwDK/w5mjnxXl3PmatK848wiP4I+fzB5u3j14=</latexit><latexit sha1_base64="p2Ii8+oKglb+7sTUYfioaAfmsPY=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmiqDLghtXUsFesB1KJj3ThmYyQ5IRylDwIdy4UMStb+POtzG9LLT1h8DHf0445/xBIrg2rvvtrKyurW9s5rby2zu7e/uFg8OGjlPFsM5iEatWQDUKLrFuuBHYShTSKBDYDIbXk3rzEZXmsbw3owT9iPYlDzmjxloPtyX33C27XuWsWyhamIosgzeHIsxV6xa+Or2YpRFKwwTVuu25ifEzqgxnAsf5TqoxoWxI+9i2KGmE2s+mG4/JqXV6JIyVfdKQqfv7R0YjrUdRYDsjagZ6sTYx/6u1UxNe+RmXSWpQstmgMBXExGRyPulxhcy IkQXKFLe7EjagijJjQ8rbELzFk5ehUSl7btm7uyhWG0+zOHJwDCdQAg8uoQo3UIM6MJDwDK/w5mjnxXl3PmatK848wiP4I+fzB5u3j14=</latexit><latexit sha1_base64="p2Ii8+oKglb+7sTUYfioaAfmsPY=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmiqDLghtXUsFesB1KJj3ThmYyQ5IRylDwIdy4UMStb+POtzG9LLT1h8DHf0445/xBIrg2rvvtrKyurW9s5rby2zu7e/uFg8OGjlPFsM5iEatWQDUKLrFuuBHYShTSKBDYDIbXk3rzEZXmsbw3owT9iPYlDzmjxloPtyX33C27XuWsWyhamIosgzeHIsxV6xa+Or2YpRFKwwTVuu25ifEzqgxnAsf5TqoxoWxI+9i2KGmE2s+mG4/JqXV6JIyVfdKQqfv7R0YjrUdRYDsjagZ6sTYx/6u1UxNe+RmXSWpQstmgMBXExGRyPulxhcy IkQXKFLe7EjagijJjQ8rbELzFk5ehUSl7btm7uyhWG0+zOHJwDCdQAg8uoQo3UIM6MJDwDK/w5mjnxXl3PmatK848wiP4I+fzB5u3j14=</latexit><latexit sha1_base64="p2Ii8+oKglb+7sTUYfioaAfmsPY=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmiqDLghtXUsFesB1KJj3ThmYyQ5IRylDwIdy4UMStb+POtzG9LLT1h8DHf0445/xBIrg2rvvtrKyurW9s5rby2zu7e/uFg8OGjlPFsM5iEatWQDUKLrFuuBHYShTSKBDYDIbXk3rzEZXmsbw3owT9iPYlDzmjxloPtyX33C27XuWsWyhamIosgzeHIsxV6xa+Or2YpRFKwwTVuu25ifEzqgxnAsf5TqoxoWxI+9i2KGmE2s+mG4/JqXV6JIyVfdKQqfv7R0YjrUdRYDsjagZ6sTYx/6u1UxNe+RmXSWpQstmgMBXExGRyPulxhcy IkQXKFLe7EjagijJjQ8rbELzFk5ehUSl7btm7uyhWG0+zOHJwDCdQAg8uoQo3UIM6MJDwDK/w5mjnxXl3PmatK848wiP4I+fzB5u3j14=</latexit>
With
Images Private keys Reconstructedimages
Difference map with
raw private key
L3 L5 L6
With
N(0, 0.006)
<latexit sha1_base64="0Y87RVWTuRNQKr0QsgJkGSGQURo=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKaIuC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuGQNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWL UiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGgRY9h</latexit><latexit sha1_base64="0Y87RVWTuRNQKr0QsgJkGSGQURo=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKaIuC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuGQNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWL UiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGgRY9h</latexit><latexit sha1_base64="0Y87RVWTuRNQKr0QsgJkGSGQURo=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKaIuC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuGQNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWL UiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGgRY9h</latexit><latexit sha1_base64="0Y87RVWTuRNQKr0QsgJkGSGQURo=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKaIuC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuGQNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWL UiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGgRY9h</latexit>
(a) (b)
(c)
Concat
Concat
Concat
<latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit>
Private
key+<latexit sha1_base64="+8c8CQbmL3k5PzZ1+kHMIJ3Q6qw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh4LXjy2YD+gD WWznbRrN5uwuxFKKHj34kERr/4kb/4bt2kP2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjlo5TxbDJYhGrTkA1Ci6xabgR2EkU0igQ2A7GtzO//YhK81jem0mCfkSHkoecUWOlxkW/XHGrbg6ySrwFqcAC9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8r GdIhdSyWNUPtZfuiUnFllQMJY2ZKG5OrviYxGWk+iwHZG1Iz0sjcT//O6qQlv/IzLJDUo2XxRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ67LquVWvcVWptZ7mcRThBE7hHDy4hhrcQR2awADhGV7hzXlwXpx352PeWnAWER7DHzifP52JjUM=</latexi t><latexit sha1_base64="+8c8CQbmL3k5PzZ1+kHMIJ3Q6qw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh4LXjy2YD+gD WWznbRrN5uwuxFKKHj34kERr/4kb/4bt2kP2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjlo5TxbDJYhGrTkA1Ci6xabgR2EkU0igQ2A7GtzO//YhK81jem0mCfkSHkoecUWOlxkW/XHGrbg6ySrwFqcAC9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8r GdIhdSyWNUPtZfuiUnFllQMJY2ZKG5OrviYxGWk+iwHZG1Iz0sjcT//O6qQlv/IzLJDUo2XxRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ67LquVWvcVWptZ7mcRThBE7hHDy4hhrcQR2awADhGV7hzXlwXpx352PeWnAWER7DHzifP52JjUM=</latexi t><latexit sha1_base64="+8c8CQbmL3k5PzZ1+kHMIJ3Q6qw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh4LXjy2YD+gD WWznbRrN5uwuxFKKHj34kERr/4kb/4bt2kP2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjlo5TxbDJYhGrTkA1Ci6xabgR2EkU0igQ2A7GtzO//YhK81jem0mCfkSHkoecUWOlxkW/XHGrbg6ySrwFqcAC9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8r GdIhdSyWNUPtZfuiUnFllQMJY2ZKG5OrviYxGWk+iwHZG1Iz0sjcT//O6qQlv/IzLJDUo2XxRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ67LquVWvcVWptZ7mcRThBE7hHDy4hhrcQR2awADhGV7hzXlwXpx352PeWnAWER7DHzifP52JjUM=</latexi t><latexit sha1_base64="+8c8CQbmL3k5PzZ1+kHMIJ3Q6qw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBZBEEoigh4LXjy2YD+gD WWznbRrN5uwuxFKKHj34kERr/4kb/4bt2kP2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjlo5TxbDJYhGrTkA1Ci6xabgR2EkU0igQ2A7GtzO//YhK81jem0mCfkSHkoecUWOlxkW/XHGrbg6ySrwFqcAC9X75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8r GdIhdSyWNUPtZfuiUnFllQMJY2ZKG5OrviYxGWk+iwHZG1Iz0sjcT//O6qQlv/IzLJDUo2XxRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ67LquVWvcVWptZ7mcRThBE7hHDy4hhrcQR2awADhGV7hzXlwXpx352PeWnAWER7DHzifP52JjUM=</latexi t>
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<latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit>
G
<latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWy hQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFhCmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit>
Without
noise
N(0, 0.005)
<latexit sha1_base64="wqcxeeIk3uAQythGVLkd35ngm80=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKYouC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuG QNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWLUiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGewI9g</latexit><latexit sha1_base64="wqcxeeIk3uAQythGVLkd35ngm80=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKYouC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuG QNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWLUiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGewI9g</latexit><latexit sha1_base64="wqcxeeIk3uAQythGVLkd35ngm80=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKYouC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuG QNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWLUiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGewI9g</latexit><latexit sha1_base64="wqcxeeIk3uAQythGVLkd35ngm80=">AAAB8XicbZDLSgMxFIbP1Futt6pLN8EiVJCSKYouC25cSQV7wXYomTTThmYyQ5IRylDwIdy4UMStb+POtzHTdqGtPwQ+/nPCOef3Y8G1wfjbya2srq1v5DcLW9s7u3vF/YOmjhJFWYNGIlJtn2gmuG QNw41g7VgxEvqCtfzRdVZvPTKleSTvzThmXkgGkgecEmOth9syPsMVjC9Oe8VSBpnQMrhzKMFc9V7xq9uPaBIyaaggWndcHBsvJcpwKtik0E00iwkdkQHrWJQkZNpLpxtP0Il1+iiIlH3SoKn7+0dKQq3HoW87Q2KGerGWmf/VOokJrryUyzgxTNLZoCARyEQoOx/1uWLUiLEFQhW3uyI6JIpQY0Mq2BDcxZOXoVmtuLji3p2Xas2nWRx5OIJjKIMLl1CDG6hDAyhIeIZXeHO08+K8Ox+z1pwzj/AQ/sj5/AGewI9g</latexit>
N(0, 0.01)
<latexit sha1_base64="wqtrXsePIyN4Nr3wzV/atA+26n4=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBItQQUpGBF0W3LiSCvYh7VAyaaYNTTJDkhHKUPAf3LhQxK2f486/MX0stPXA5R7OuSH3njAR3FiMv73cyura+kZ+s7C1vbO7V9w/aJg41ZTVaSxi3QqJYYIrVrfcCtZKNCMyFKwZDq8nfvORacNjdW9HCQsk6SsecUqskx5uy/gMV7B/2i2WXJ8CLRN/TkowR61b/Or0YppKpiwVxJi2jxMbZERbTgUbFzqpYQmhQ9JnbUcVkcwE2XThMTpxSg9FsXalLJqqv19kRBozkqGblMQOzKI3Ef/z2qmNroKMqyS1TNHZR1EqkI3R5HrU45pRK0a OEKq52xXRAdGEWpdRwYXgL568TBrnFR9X/LuLUrXxNIsjD0dwDGXw4RKqcAM1qAMFCc/wCm+e9l68d+9jNprz5hEewh94nz8pOI8i</latexit><latexit sha1_base64="wqtrXsePIyN4Nr3wzV/atA+26n4=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBItQQUpGBF0W3LiSCvYh7VAyaaYNTTJDkhHKUPAf3LhQxK2f486/MX0stPXA5R7OuSH3njAR3FiMv73cyura+kZ+s7C1vbO7V9w/aJg41ZTVaSxi3QqJYYIrVrfcCtZKNCMyFKwZDq8nfvORacNjdW9HCQsk6SsecUqskx5uy/gMV7B/2i2WXJ8CLRN/TkowR61b/Or0YppKpiwVxJi2jxMbZERbTgUbFzqpYQmhQ9JnbUcVkcwE2XThMTpxSg9FsXalLJqqv19kRBozkqGblMQOzKI3Ef/z2qmNroKMqyS1TNHZR1EqkI3R5HrU45pRK0a OEKq52xXRAdGEWpdRwYXgL568TBrnFR9X/LuLUrXxNIsjD0dwDGXw4RKqcAM1qAMFCc/wCm+e9l68d+9jNprz5hEewh94nz8pOI8i</latexit><latexit sha1_base64="wqtrXsePIyN4Nr3wzV/atA+26n4=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBItQQUpGBF0W3LiSCvYh7VAyaaYNTTJDkhHKUPAf3LhQxK2f486/MX0stPXA5R7OuSH3njAR3FiMv73cyura+kZ+s7C1vbO7V9w/aJg41ZTVaSxi3QqJYYIrVrfcCtZKNCMyFKwZDq8nfvORacNjdW9HCQsk6SsecUqskx5uy/gMV7B/2i2WXJ8CLRN/TkowR61b/Or0YppKpiwVxJi2jxMbZERbTgUbFzqpYQmhQ9JnbUcVkcwE2XThMTpxSg9FsXalLJqqv19kRBozkqGblMQOzKI3Ef/z2qmNroKMqyS1TNHZR1EqkI3R5HrU45pRK0a OEKq52xXRAdGEWpdRwYXgL568TBrnFR9X/LuLUrXxNIsjD0dwDGXw4RKqcAM1qAMFCc/wCm+e9l68d+9jNprz5hEewh94nz8pOI8i</latexit><latexit sha1_base64="wqtrXsePIyN4Nr3wzV/atA+26n4=">AAAB8HicbVDLSgMxFL1TX7W+qi7dBItQQUpGBF0W3LiSCvYh7VAyaaYNTTJDkhHKUPAf3LhQxK2f486/MX0stPXA5R7OuSH3njAR3FiMv73cyura+kZ+s7C1vbO7V9w/aJg41ZTVaSxi3QqJYYIrVrfcCtZKNCMyFKwZDq8nfvORacNjdW9HCQsk6SsecUqskx5uy/gMV7B/2i2WXJ8CLRN/TkowR61b/Or0YppKpiwVxJi2jxMbZERbTgUbFzqpYQmhQ9JnbUcVkcwE2XThMTpxSg9FsXalLJqqv19kRBozkqGblMQOzKI3Ef/z2qmNroKMqyS1TNHZR1EqkI3R5HrU45pRK0a OEKq52xXRAdGEWpdRwYXgL568TBrnFR9X/LuLUrXxNIsjD0dwDGXw4RKqcAM1qAMFCc/wCm+e9l68d+9jNprz5hEewh94nz8pOI8i</latexit>
N(0, 0.015)
<latexit sha1_base64="5qJTeEniy60M98j6zbUb9zzBHr4=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmRNFlwY0rqWAv2A4lk2ba0ExmSM4IZSj4EG5cKOLWt3Hn25heFtr6Q+DjPyecc/4gkcKg6347S8srq2vruY385tb2zm5hb79u4lQzXmOxjHUzoIZLoXgNBUreTDSnUSB5Ixhcj+uNR66NiNU9DhPuR7SnRCgYRWs93JbcU7fsehcnnULRwkRkEbwZFGGmaqfw1e7GLI24QiapMS3PTdDPqEbBJB/l26nhCWUD2uMti4pG3PjZZOMRObZOl4Sxtk8hmbi/f2Q0MmYYBbYzotg387Wx+V+tlWJ45WdCJSlyxaaDwlQSjMn4fNIVmjO UQwuUaWF3JaxPNWVoQ8rbELz5kxehflb23LJ3d16s1J+mceTgEI6gBB5cQgVuoAo1YKDgGV7hzTHOi/PufExbl5xZhAfwR87nD6BGj2E=</latexit><latexit sha1_base64="5qJTeEniy60M98j6zbUb9zzBHr4=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmRNFlwY0rqWAv2A4lk2ba0ExmSM4IZSj4EG5cKOLWt3Hn25heFtr6Q+DjPyecc/4gkcKg6347S8srq2vruY385tb2zm5hb79u4lQzXmOxjHUzoIZLoXgNBUreTDSnUSB5Ixhcj+uNR66NiNU9DhPuR7SnRCgYRWs93JbcU7fsehcnnULRwkRkEbwZFGGmaqfw1e7GLI24QiapMS3PTdDPqEbBJB/l26nhCWUD2uMti4pG3PjZZOMRObZOl4Sxtk8hmbi/f2Q0MmYYBbYzotg387Wx+V+tlWJ45WdCJSlyxaaDwlQSjMn4fNIVmjO UQwuUaWF3JaxPNWVoQ8rbELz5kxehflb23LJ3d16s1J+mceTgEI6gBB5cQgVuoAo1YKDgGV7hzTHOi/PufExbl5xZhAfwR87nD6BGj2E=</latexit><latexit sha1_base64="5qJTeEniy60M98j6zbUb9zzBHr4=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmRNFlwY0rqWAv2A4lk2ba0ExmSM4IZSj4EG5cKOLWt3Hn25heFtr6Q+DjPyecc/4gkcKg6347S8srq2vruY385tb2zm5hb79u4lQzXmOxjHUzoIZLoXgNBUreTDSnUSB5Ixhcj+uNR66NiNU9DhPuR7SnRCgYRWs93JbcU7fsehcnnULRwkRkEbwZFGGmaqfw1e7GLI24QiapMS3PTdDPqEbBJB/l26nhCWUD2uMti4pG3PjZZOMRObZOl4Sxtk8hmbi/f2Q0MmYYBbYzotg387Wx+V+tlWJ45WdCJSlyxaaDwlQSjMn4fNIVmjO UQwuUaWF3JaxPNWVoQ8rbELz5kxehflb23LJ3d16s1J+mceTgEI6gBB5cQgVuoAo1YKDgGV7hzTHOi/PufExbl5xZhAfwR87nD6BGj2E=</latexit><latexit sha1_base64="5qJTeEniy60M98j6zbUb9zzBHr4=">AAAB8XicbZDLSgMxFIbPeK31VnXpJliEClJmRNFlwY0rqWAv2A4lk2ba0ExmSM4IZSj4EG5cKOLWt3Hn25heFtr6Q+DjPyecc/4gkcKg6347S8srq2vruY385tb2zm5hb79u4lQzXmOxjHUzoIZLoXgNBUreTDSnUSB5Ixhcj+uNR66NiNU9DhPuR7SnRCgYRWs93JbcU7fsehcnnULRwkRkEbwZFGGmaqfw1e7GLI24QiapMS3PTdDPqEbBJB/l26nhCWUD2uMti4pG3PjZZOMRObZOl4Sxtk8hmbi/f2Q0MmYYBbYzotg387Wx+V+tlWJ45WdCJSlyxaaDwlQSjMn4fNIVmjO UQwuUaWF3JaxPNWVoQ8rbELz5kxehflb23LJ3d16s1J+mceTgEI6gBB5cQgVuoAo1YKDgGV7hzTHOi/PufExbl5xZhAfwR87nD6BGj2E=</latexit>
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G
<latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWyhQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFh CmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWyhQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFh CmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWyhQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFh CmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit><latexit sha1_base64="0tM4S1sDWfHztHjSTtT6PVBhBeY=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiQi6LLgQpcV7APSUCbTSTt0kgkzN0IJBX/CjQtF3Po17vwbJ20X2npg4HDOHe65J0ylMOi6305pbX1jc6u8XdnZ3ds/qB4etY3KNOMtpqTS3ZAaLkXCWyhQ8m6qOY1DyTvh+KbwO49cG6GSB5ykPIjpMBGRYBSt5PdiiiNGZX477Vdrbt2dgawSb0FqsECzX/3qDRTLYp4gk9QY33NTDHKqUTDJp5VeZnhK2ZgOuW9pQmNugnwWeUrOrDIgkdL2JUhm6u8fOY2NmcShnSwimmWvEP/z/Ayj6yAXSZohT9h8UZRJgooU95OB0JyhnFh CmRY2K2EjqilD21LFluAtn7xK2hd1z61795e1RvtpXkcZTuAUzsGDK2jAHTShBQwUPMMrvDnovDjvzsd8tOQsKjyGP3A+fwClcJHx</latexit>
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Figure 4: (a) The visual action response results of different layers from generators for both encryption
and decryption stages. (b) The effectiveness of the specific private key. (c) The exploration of
key sensitivity of our EncryptGAN. (d) The exploration of robustness of our EncryptGAN. (e) Our
EncryptGAN can encrypt message at random position.
Table 2: The quantitative comparison using different layer combinations for image encryption task
on flower↔face translation.
Methods FID ↓ Encryption(LPIPS ↑ / MSE ↑) MSE ↓ RMSE ↓ PSNR ↑ SSIM ↑ LPIPS ↓ Security(LPIPS ↑ / MSE↑)
L1, L2, L3 41.1943 0.4105 / 0.1257 0.1290 0.3541 7.8553 0.8197 0.4058 0.4249 / 0.1365
L3, L4, L5 210.3436 0.3259 / 0.1169 0.0159 0.1131 18.5142 0.9694 0.1438 0.7116 / 0.1132
L4, L5, L6 139.7629 0.3981 / 0.0857 0.0187 0.1299 16.8173 0.9715 0.2291 0.4182 / 0.0731
L6 321.4196 0.3034 / 0.0647 0.0184 0.1337 16.3136 0.9782 0.2527 0.3634 / 0.0386
L5, L6 204.7240 0.3825 / 0.0613 0.0125 0.1094 18.1165 0.9860 0.2103 0.3934 / 0.0894
L3, L5, L6(EncryptGAN) 107.9238 0.4141 / 0.0765 0.0139 0.1156 17.5992 0.9825 0.2414 0.5191 / 0.1379
the message information. For this task, we randomly place the message images at different regions,
and the visual results are shown in Figure 4(e). As shown, our EncryptGAN can still reconstruct the
message information no matter where it is, indicating that our model is insensitive to the location of
the message images. In other words, EncryptGAN is sensitive to noise while insensitive to location,
that is, our method is secret yet robust with a good generalization performance.
3.3.1 Ablation Study
In this section, to investigate which combination of layers could lead to better image encryption and
decryption performance, we conduct experiments by using different layers for image steganography.
Experimental results are shown in Figure 5 and Table 2. As shown in Figure 5, if we use shallow
layers such as L1, L2 and L3, the disentangled representations mainly focus on the detailed part
information, and the model fails to reconstruct the required message information. If we only consider
the high layer representations, e.g., L6 only, we can still recover the information with a correct cover
image (private key), but fail to hide the original cover images with an incorrect key, which may lead
to an exposure of private key. Thus, we achieve the best performance when we choose L3, L5 and
L6, which includes both low-level and high-level information, as references to produce key pairs.
3.4 Complex Information Encryption
For this task, we aim to encrypt more complex information such as a cat or dog image. Here we
resize the cat/dog images to 128× 128 and paste in them to the cover image to create a 256× 256
composite image. As shown in Figure 6 (Left), if we change the public disguise image, the same
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Figure 5: The ablation study of using different layer combinations for our EncryptGAN.
cover image of (a) could be encrypted to different output in (b), and if we place another message
image to the same position, and the encrypted image could also have different expression such as
color in (c). As for the position, if we change the position to paste in the message image, the color
and shape of encrypted image will change significantly in (d). Finally, we change the cover image
to carry the same message image used in (a) and (b), and successfully get the message image in the
reconstructed image of (e). Please note that the synthesized encrypted image is also different in the
3rd column of (e). From above experimental results, it is clear that our EncryptGAN works well with
different disguise images, different message images as well as different positions for message images.
We also exhibit the visual comparison results of different methods in Figure 6 (Right).
4 Discussion and Conclusion
We proposed a domain translation framework that achieves image asymmetric encryption by com-
bining the public-key cryptography system, which is the first such architecture using GAN. Our
EncryptGAN can achieve a semantic level message steganography and perform better than concurrent
image-to-image translation as well as image steganographic methods. We devised ablation studies for
our method and performed a comprehensive and specific analysis. Comparing with deep steganog-
raphy [32], which can be considered as a symmetric encryption approach for hiding information
in a pixel level, our method hides messages in a semantic level under an asymmetric encryption
framework. A weakness of our method is that the message we wish to deliver should be always
smaller than the cover image. Thus, the pixel-wise message transmission rate of our model would be
lower than the deep steganography, which can hide messages in a full scale.
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Figure 6: Left: The effect under different circumstances similar to Figure 3. Right: Visual compari-
son results of different methods.
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